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Tém tit: Cong tac tw twong, ly lugn la mot bo phan céu thanh dic biét quan trong trong toan bo hoat
dong ciia Pang; la linh viee trong yéu dé xdy dung, boi ddp nén tang chinh tri ciia ché dg, tuyén truyén,
giao duc, dong vién va 16 chirc nhén dan thuc hién cac nhiém vy cdach mang, khcfng dinh va nang cao
vai tro tién phong ciia Pdng vé chinh tri, 1y ludn, trz' tué, van hod va dao dikc; thé hién vai tro di trudc,

mo du’ong trong su nghiép xay dung va bao vé To quoc( DT rong nhitng nam qua, cong tac tw tuong co
vai tro hét sikc quan trong trong viéc tao ra su thong nhat vé tr twéng, y chi va hanh dong trong toan
Pdng, toan ddn trong béo vé va xdy dung T6 qudc. Bude vao thip nién thir ba cia thé ky XXI, chuyén
doi s6 véi nhitng thudn loi va thdch thirc vé an toan théng tin da va dang tac dong dan xen doi véi
cong tdc tir twong. Chuyén doi s6 cong tac tw tuong ciing ddt ra nhing yéu cau, doi héi can chil trong
mét s6 gidi phap dé dam bao an toan thong tin.

Tir khod: an toan thong tin; chuyén doi sé cong tdc tir tuong; cong tdc tir tuong.

Abstract: Ideological and theoretical work is an especially important component of the Partylsloverall
activities. It is a crucial field for building and strengthening the political foundation of the regime; for
disseminating, educating, mobilizing, and organizing the people to carry out revolutionary tasks, and
for affirming and enhancing the Party's\pioneering role in politics, theory, intellect, culture, and ethics.
1t represents the guiding and pioneering role in the cause of national construction and defense. In recent
years, ideological work has played an essential role in creating unity in thought, will, and action across
the entire Party and people in safeguarding and building the nation. Entering the third decade of the
21st century, digital transformation with its intertwined opportunities and challenges for information
security has increasingly affected ideological work. The digital transformation of ideological work also
introduces new requirements and necessitates attention to solutions that ensure information security.
Keywords: information security; digital transformation of ideological work; ideological work.

1. Thyc trang an toan thong tin trong
chuyén doi s6 cong tac tw twong

Chuyén do6i s6 1a qua trinh chuyén doi tir
phuong thirc hoat dong truyén thdng sang sir
dung cac cong nghé s tién tién nhu dir lidu 16n
(Big Data), Internet cho van vat (IoT), dién toan
dam may (Cloud)[] nham thay d6i cach thic
hoat dong, quan Iy, quy trinh lam viéc va van hoa
t6 chirc.

An toan thong tin trong cong tac tu tuong la
hoat dong bao dam an toan, an ninh thong tin dé
thong tin tro thanh cong cy, nguon luc manh mé
trong x4y dung, bao vé vimg chic chi quyén, loi
ich, an ninh quéc gia.

Vi toc do Internet ngay cang cao thiét bi di
dong, cac phan mém cong nghé khong ngimg cai
tién theo hudng hién dai, chuyén ddi sb da va
dang giup tang kha nang thu thap dir lidu, lan
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truyén thong tin, bao vé thong tin dong thoi tao
ra cic co hoi tiép can thong tin dén timg nguoi
dan 6 khap noi trén thé gioi. O Viét Nam, truyén
thong mang xa hoi ngdy cang chiém wu the(z) va
dong mot vai tro rat quan trong trong doi séng
chinh tri, an ninh, kinh té va xa hoi.

O nudc ta, bén canh nhing loi ich to 16n ma
chuyén di s6 mang lai, viéc tmg dung cong nghé
thong tin cling khién dat nudc phai ddi mat véi
hang loat nguy co va thach thirc nghiém trong.
Cac thé lyc thu dich tan dung khong gian mang
dé tién hanh céc hoat dong khung bd, pha hoai,
tham nhap vao hé thong an ninh mang. Hon nia,
cac thé luc tha dich con tan dung mang xa hdi,
dac biét la Facebook va Youtube, tiktok dé lan
truyén thong dlep hoat dong pha hoai, gay kich
dong valan truyen thong tin Xuyén tac, nham thic
day su [tu dién bién! Ity chuyen hoéaltrong noi
b0, timg budc trién khai muyc tiéu thay doi ché do
chinh tri ctia dat nudc ta. Mot sb mang xa hoi bdc
16 nhiéu han ché trong quan ly, bao mat, kiém
duyét, kiém soat thong tin cong cong dé cho
ngudi ding ding tai thong tin c6 dau hiéu vi
pham phép luat®.

Thyc té ciing cho thiy, Viét Nam 1a quoc gia
¢6 toc do phat trién Internet nhanh trén thé gidi
v6i gan 80 triéu nguoi sir dung Internet, chiém
t6i hon 2/3 dén s6, dtmg thir 7 thé gidi. Tuy nhién,
Viét Nam con ton tai nhiing han ché, yéu kém vé
an ninh, an toan mang. Do 1a tinh trang website
gia mao co quan, to chirc, dé lira dao, gy thiét
hai cho ngudi dan trén khong gian mang, dong
thoi gdy thiét hai nghiém trong dén uy tin cua
chinh co quan, t6 chtrc bi gia mao®, kha ning 19,
lot bi méat nha nudc qua khong gian mang®.

Ngoai ra, hé thong bao mét trong cung cip
dich vu vién thong, Internet da lac hau, cham
duoc nang cap, van dé khong dam bao an ninh
thong tin. Do d6, tir dau nim 2024 dén thang
4/20204 d3 c6 2.323 cudc tin cong vao cac h¢
thong thong tin ciia Viét Nam©. Cac cudc tin
cong ngay cang don dap, hau qua ngdy cang ting.
Bén canh d6, hé thng vin ban quy pham phap

ludt hién hanh chwa hoan toan dap tng day du
yéu cau trong viéc phong ngira, ddu tranh va xir
1y cac hanh vi vi pham phap luat trén khong gian
mang. Diéu nay doi hoi can tiép tuc hoan thién
khuén khd phap 1y nhdm ting cuong hiéu qua
quan ly va bao v¢€ an ninh mang.

2. Yéu ciu ciia an toan thong tin trong
chuyén déi s6 cong tac tw twong

Déi voi cong tac tu tudng, phuong thic truyén
dat thong tin dong vai tro chu dao trong viéc
chuyén tai quan diém, duong 16i, chi truong cia
bang, cting chinh sach va phap luat ciia Nha nudc
vao thyc tién x4 hoi. Day ciing 1a kénh then chdt
dé tham gia xay dung va bao vé nén tang tu tudng
cta Bang, dong thoi duy tri su tuong tac thuong
xuyén voi can bd, dang vién cing cac ting 16p
nhan dan. Tuy nhién, trén nhiéu phuong dién,
cach thirc truyén thong trong cong tac tu tuong
hién nay & nudc ta con ton tai nhimng han ché can
duoc khic phuc: [Cong tic thong tin, tuyén
truyén mot sb chi truong, dudng 16i ciia Pang,
chinh sach, phap luat cua Nha nude chua phong
phu, thuong xuyén, kip thoi, chua dap ung duoc
su mong doi ciia nhan dan( .

Trong bdi canh chuyén doi sb, cong nghé
thong tin phat trién véi toc do chong mat, toc do
1nternet ngay cang cao, cac thiét b di dong, phan
mém va cong nghé khong ngimg cai tién theo
hudng hién dai. Vlec ap dung cua cong nghe
thong tin, k¥ thuat s6 va cac phuong t1en truyén
thong méi da trg thanh mot yéu to tat yéu khong
thé thiéu trong moi linh vuc cta cudc song va
dang tac dong truc tiép dén linh vuc cong tac tu
tuong Truyen thong mang xa hoi da chiém linh
vi thé wu thé vai toe d, khéi luong thong tin, kha
ning tiép can va stc hut dbi véi cong chung.
Mang xa hoi dang tu’ng budc thay doi cach suy
nghi truyén thong vé thong tin va tuyén truyén va
da tré thanh mot phuong thirc thong tin quan
trong trong cong tac tu tuong. Cong tac tu tudng
can duoc khai thac va phat huy tdi da nhitng tiém
ning wu viét cia cong nghé sb thong qua viéc
trién khai mot cach toan dién va da dang cac
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phuong thirc truyén thong méi, hién dai nham
dap tmg t6t nhat nhimg yéu cau khong ngimg
nang cao cua nguoi dung cong nghé.

Truyén thong xa hoi - truyén thong méi voi
nhiing hinh thirc thong tin da dang va phong phu
qua mang Internet: zalo, viber, sky, instagram,
facebook... Céc trang thong tin nay do chinh
ngudi dung tu ding tai, do d6 khong c6 t6 chirc
nao giam sat, kiém duyét ndi dung va chat luong
thong tin. Vi vy, chuyén doi so cong tac tu tuong
can xac dinh viéc quan 1y thong tin trén mang xa
héi 1a v6 cling quan trong va can thiét dé tao nén
mot phuong thirc thong tin xa hoi lanh manh va
bén vimng.

Trong bdi canh chuyén ddi s, khi thong tin
ngay cang da chiéu, lién tuc dugc cap nhat, kién
thire va th6ng tin ma can b, déng vién tiép nhan
tu nhiéu ngudn khac nhau dong thoi, 601 tuong
tlep nhan luén c6 nhu cau va mong mudn duoc
biét nhiéu hon. Tuy nhlen cong tac tu tuong &
nudc ta hién nay chu yeu tap trung cung cap
nhiing thong tin ma chu thé hién ¢, chua thyuc
su dap ng day du nhiing thong tin ma xa hoi
dang can. Diéu nay dat ra yéu cau ngudi lam
cong tac tu tudng phai ludn chu dong cap nhat,
khai thac, mo rong va lya chon k¥ cang ngudn
thong tin; tiép can va tham khao da dang céc
ngudn thong tin khac nhau. Noi cach khac, ngudi
lam cong tac tu tuong can cung cap thong tin phi
hop voi nhu cau x4 hoi cht khong don thuan chi
truyén dat nhimg thong tin minh dang co.

Mat khac, khong gian mang 1a méi truong ma
céc thé Iyc thu dich thuong loi dung dé trién khai
4m muu [dién bién hoa binh] Loi dung nhimg
van dé nhay cam, dugc sy quan tdm cua ngudi
dan, céc thé luc thu dich lan truyén thong tin xau
doc, vu khéng, kich dong long dan, tao ra nhiing
cudc hiéu 1am va loi dung khong gian mang dé
thyc hién nhimg hoat dong tuyén truyén, chong
pha. Véi su phd bién cia mang x3 hoi cing tde
d6 lan truyén thong tin nhanh chong dén muc kho
kiém soat ¢ mang theo mot tAm ly dam dong
trén mang xa hoi, dé bi kich dong va bung phat.

Chi can mét thong tin chua duge kiém chimg
duoc lan truyén c6 thé tac dong ti€u cuc dén cac
bén lién quan, tham chi anh hudng dén uy tin va
loi ich qudc gia. Trong khi d6, sur suy thoai vé dao
dtrc, gay ra nhitng hi¢u tng mang anh huong
khong nho to1 hanh vi mot bo phan gidi tré, loi
dung bdi canh khong gian mang phét trién manh
mé, cac thé luc thu dich, co hoi chinh tri gia ting
xuyén tac chinh sach cua Pang va Nha nude. Hon
nita, nhitng thong tin sai l1éch, thong tin xuyén tac
c6 thé bi tao ra dé gay sy chia r& ndi bo trong 1anh
dao va lam mat long tin cua nhan dan, tao nén su
mat phuong huong cho qudc gia. Thyc trang do
da dit ra mot van dé, cong tac tu tudng can trién
khai nhanh choéng, kip thoi, chinh xac, 1a dong
chinh ctia du luan, khong dé tao ra nhimg khoang
trong dé cac dbi twong loi dung mang x hoi, gy
anh hu:ong ticu cuce to1 nd1 dung tuyén truyen Su
phat trién cta truyén thong k¥ thuat s, mang xa
hoi da gia tang nguy co tin gid, do do cong tac tu
twdng phai nhanh chéng nim bt du luan, phan
bac lai thong tin sai trai, xuyén tac ciia ciia cac thé
luc thu dich

Chuyén doi sb trong cong tac tu tudng ciing
gay nguy co ro ri dir liu, bi xdm nhap, ddnh cép
thong tin quan trong. Do d6, ddm bdo an toan
thong tin va dit liéu tro thanh mot van dé cap
thiét. Ngoai ra, tac dong ctia an ninh thong tin
khong chi dirng lai & mirc 40 ¢4 nhan ma con anh
hudng 16n t6i qudc gia. Chién tranh thong tin va
chién tranh mang d4 trd thanh nhiing nguy co,
¢6 kha nang gay mat 6n dinh dat nuéc. Hién nay,
an ninh thong tin c6 thé dan dén sy tic nghén h¢
théng mang ctia quc gia, tham chi de doa lam
sup d6 hoan toan hé thong diéu khién qudc gia.
Do do, dam bao an ninh thong tin ciing la mot
yéu t6 khong thé thiéu trong chuyén doi s cong
tac tu tuong.

3. Mt s6 giai phap bao dam an toan thong
tin trong chuyén doi s6 cong tac tw twomg &
Viét Nam

Pé dap ung yéu cau m0’1 ddi voi chuyén d01
s trong cOng tac tu tudng can chi trong mot sd
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giai phap dam bao an toan thong tin gin véi bao
vé vimg chéc chu quyén, loi ich, an ninh quc gia:

Thir nht, nang cao nhan thirc ctia cac chu thé
vé tim quan trong ctia dam bao an toan thong tin
trong chuyén doi s cong tac tu tudng.

Dé nang cao nhan thirc vé tim quan trong ctia
dam bao an toan thong tin trong chuyén doi s6
cong tac tu tuong can: (1) ting cudng 1y luan va
nhan thirc vé dam bao an toan thong tin trong
chuyén dbi sé cong tac tu tuong; (2) diy manh
cong tac nghién ciru vé dam bao an toan thong
tin trong chuyén doi s6 cong tac tu tuong; (3) tao
nhéan thirc chung va dong thuan trong lanh dao
cac cAp, cac nganh, dia phuong vé sy can thiét va
tAm quan trong ctiia dam bao an toan thong tin
trong chuyén doi sb cong tac tu tudng; (4) tiép
tuc xay dung va hoan thién co ché, chinh sach vé
dam bao an toan thong tin trong chuyén doi s6
cong tac tu trong; (5) xay dung co ché phdi hop
gitra cac bo, nganh, dia phuong dé trién khai ¢am
bao an toan thong tin trong chuyén doi sé cong
tac tu tuong.

Thir hai, ra soat, hoan thién hé théng van ban
phép quy vé dam bao an toan thong tin. Hién nay,
tinh trang tin gia va thong tin xau, doc lan truyén
trén cac trang mang xa hé1 da gay anh huong
dang ké dén an toan thong tin trong chuyen doi
s lién quan dén cong tac tur tuong. Dong thoi,
céc co ché chinh sach hién hanh van con nhiéu
bat cap, chua kip thich ing véi sy phét trién
nhanh chéng cia cac phuong tién truyén thong
moi. Hé théng nay thiéu cac ché tai xtr Iy hiéu
qua, con ton tai nhimg van d& vé bao mat thong
tin, d6 x4c thuc cua ngudn tin va su kiém soat
thong tin chua chit ch&, gy ra nhiéu kho khan
trong vi¢c duy tri moi truong thong tin lanh manh
trén khong gian mang. Day 1a nhiing diém yéu,
d& bi cac thé lyc thu dich, co hoi loi dung. Vi vay,
can ra soat hé thong cac vin ban quy pham phap
luét lién quan dén an toan thong tin trong cong
tac tu tuong nhim phong ngira va ¢ bién phap
xu ly dbi véi nhiing thong tin sai trai, thu dich;
trong do:

Mot 13, ra soat, ban hanh cac quy dinh veé dam
bao an toan thong tin, thic day tng dung, phat
trién cong nghé thong tin gin véi bao vé viing
chéc chu quyén, loi ich, an ninh quéc gia trén
khong gian mang.

Hai 14, xay dung hé thong cac quy dinh vé cac
hanh vi vi pham, d& xuat ché tai xtr phat du stc
rin de dé dam bao an toan thong tin cong tic tu
tudng bao dam phui hop, théng nhat véi hé thong
phap luat Viét Nam hi¢n nay.

Ba 13, hoan thién cac quy dinh vé bién phap
xtr Iy lién quan t6i vi pham vé dam bao an toan
thong tin trong cong tac tu tudng.

Bén 14, khan trrong ban hanh quy dinh vé
dam bao an toan thong tin dac biét trong linh vuc
cong tac tu tudong.

Thit ba, ting cudng tuyén truyén vé Luat An
ninh mang, nang cao nhan thirc va kha nang
phong ngira cac hinh thirc tin cong mang, bao vé
thong tin ca nhan va qudc gia dé nguoi dan hiéu
13 va d4u tranh manh mé véi cac hanh vi st dung
khong gian mang gay ton hai dén sy 6n dinh va
an ninh cta dat nudc. Pong thoi, can tao ra moi
truong an toan trén mang dé nguoi dan co thé ty
do tiép can thong tin. Chinh pha c6 trach nhiém
dam bao réng Luat An ninh mang dugc thuc thi
mot cach cong béng, bao dam quyén loi va tu do
cta nguoi dan, dong thoi hd trg doanh nghiép
cong nghé dé phat trién cac giai phap an toan va
bao mat trén mang.

Thir tir, da dang hdéa phuong thirc cong tac tu
tuong di doi véi nang cao nang luc cua can bod
cong tac tu tudng.

Thyc hién Nghi quyét Pai hoi dai biéu toan
quéc lan thir XIII coa bang, vé viéc d6i méi
phuong thirc cong tac tu tu*é‘ng Trong béi canh
khong gian thong tin da chleu phuong thirc
phuong thirc cong tac tur trong can ddi moi phu
hop véi xu thé cong nghé hién nay. Tang cudng
phuong thirc cong tac tr tudng bang viée st dung
cac phuong tién truyén théng méi nhu kénh
Youtube, Instagram, Facebook, Twitter | Ngoai
ra, can thuong xuyén doi méi cac tai lidu, an
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pham truyén thong theo hudéng dé doc, hap dan
nguoi doc, dé lan toa, chia sé trén khong gian
mang. Bén canh do, can trién khai ung dung khoa
hoc cong nghé, vao chuyén ddi phwong thirc cong
tac tu tuong. Khi dua ndi dung cong tac tu tuong
c6 thé san xudt cac video quang b4, xudt ban tai
liu quét ma QR code co duong din dén cac
kénh théng tin chinh thong.

Dong thoi, trong bdi canh chuyén doi s dang
¢6 nhiing tic dong manh mé, chu thé cta cong
tac tu tuong can nhanh chong ndm bt nhu cau
ctia d6i tuong cong tac tu tudng vé nhu cau,
phuong thirc tiép nhan thong tin. Cong tac tu
tudng doi hdi doi ngili can bd ¢ ban linh chinh
tri vitng vang, linh hoat nhay bén, ndm viing k¥
ning cong nghé thong tin, am hiéu vé khong gian
mang va yéu cau cia ngudi dung phuong tién
truyén théng méi. Do d6, can thuong xuyén nang
cao nang luc cua can by cong tac tu tuong.
Thuong xuyén t6 chic cac 16p bdi dudng, tap
huén k¥ niang bao vé thong tin, vé cach thirc nhan
dién va du tranh chdng lai cac quan diém sai trai,
thu dich cho can b cong tac tu tudng trén khong
gian mang. Bén canh do, can chu trong dao tao
doi ngii chuyén gia viig manh, san sang d6i phd
v6i nhitng méi de doa an ninh thong tin ngay

cang tinh vi va phuc tap.
Thir nam, can tang cuong co s& ha tang khong
cong ngh¢ thong tin.

Céc hanh vi tan cong ctia tin tic ngdy cang trd
nén tinh vi va t6 chirc cao, doi hoi chiing ta phai
c6 nhirng bi¢n phap an ninh thong tin toan dién
dé bao vé cac hé thong thong tin trong yéu, dam
bao an toan cho nén tang tu trdng cach mang cia
bang. Dé tao ra mdt moi truong an toan cho
thong tin, can trién khai nhimg giai phap k¥ thuat
dong bo va chit ché. Trong d6, can xac dinh va
khéc phuc cac 16 héng bao mat mat cach kip thoi
thong qua Vlec kiém tra, phat hién va ngan chan
cac hanh vi tAn céng cho dén viéc cung cp cac
bién phap phong ngira va bao vé tbi wu. Hé thong
ha tﬁng cong ngh¢ thong tin can dau tu hién dai,
bat kip xu thé phat trién cua thé gidi di doi véi

dam bao chét luong mang ludi, tuyét dbi an toan,
ddng thoi chuan bj sin sang cac kich ban khi co
cac tinh hudng, s ¢6 bat thuong xay ra, chu dong
nam bt tinh hinh, xir Iy ngudn phat tan thong tin
x4u doc trén Internet.

Thir sau, chu dong tAn cong, loai bd cac san
pham truyén thong chira dung thong tin xuyén
tac, tin gia, doc hai nham pha hoai nén tang tu
tuong ctia Pang va cac chinh sach, hoat dong cua
bang va Nha nudc, xay dung khong gian mang
an toan, tré thanh ngudn lyc manh mé dé xay
dung, bao v¢ va phat trién dat nude.

Toém lai, Cong tac tu tudng, 1y luén 1a mot bo
phén cAu thanh dic biét quan trong trong toan b
hoat dong ctia Pang, c6 vai trd hét stc quan trong
trong viéc tao ra sy thong nhat vé tu tuong, ¥ chi
va hanh dong trong toan Pang, toan dan trong bao
vé va xay dung T qudc. Budc vao thap nién thir
ba cua thé ky XXI, chuyén dbi s trong cong tac
tu tuong di tac dong dat ra nhiing yéu cau méi.
Chuyén doi s6 trong cong tac tu tuong can chi
trong mot s6 giai phap bao vé hé théng thong tin
trong yéu, bao vé nén tang tu tudng cach gin véi
xay dung va phat trién lgi ich quéc gia./.
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