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Tom tit: Trong boi canh toan cau héa va chuyén doi sé dién ra manh mé, cac thach thire an ninh phi truyén
thong ngay cang gia tang vé tinh phitc tap, lan téa nhanh va khé kiém sodt, tdc dong sdu sdc dén moi linh vire
cua doi song xa h01 trong dé ¢6 cong tdc bdo vé nén tang tw tztong cua Pang. Khong gian mang, mang xa hoi
va cdc nén tang S0 tro thanh méi truong thudn loi dé cdc thé liec thiy dich, phan dong, co hoi chinh tri gia tang
hoat dgng chong phd, truyén ba théng tin sai trdi, xuyen tac chii trwong, dwong 161 ciia Dang, phu nhan chu
nghia Mdc - Lénin, tw tuong Ho Chi Minh, gdy nhiéu loan nhdn thikc xd hoi, Zam suy gtam niém tin cua nhan
dan. Bai bdo tap trung phdn tich va nhan dién cdc théch thirc an ninh phi truyén thong trong ky nguyen S0,
danh gia thuc trang cong tac: bdo vé nén tang tu twong ciia Pang. Trén co s¢ do, bai viét de xuat mot s6 nhém
gidi phdp dong b bdo vé nén tang tir twomg ciia Dang triede cdc théach thire an ninh phi truyén thong trong ky
nguyén sé trong tinh hinh hién nay.

Tir khéa: bdo vé nén tang tu twong ciia Pdng; an ninh phi truyén thong; ky nguyén so.

Abstract: In the context of rapid globalization and digital transformation, non-traditional security challenges
are becoming increasingly complex, rapidly spreading, and difficult to control, exerting profound impacts on
all areas of social life, including the task of defending the Party s ideological foundation. Cyberspace, social
media, and digital platforms have become fertile environments for hostile, reactionary, and opportunistic po-
litical forces to intensify sabotage activities, disseminate false information, distort the Partys guidelines and
policies, deny Marxism—Leninism and Ho Chi Minh Thought, disrupt social awareness, and erode public
trust. The article focuses on identifying non-traditional security challenges in the digital era and assessing
the current state of efforts to defend the Party s ideological foundation. On that basis, it proposes several co-
ordinated groups of solutions to protect the Party’s ideological foundation against non-traditional security
challenges in the present context.

Keywords: defending the Partys ideological foundation; non-traditional security, digital era.

1. Dt van dé

Nén tang tu tuong ctia Dang Cong san Viét Nam, bao
gom chi nghia Mac - Lénin va tu tuéng HO Chi Minh [a
kim chi nam cho moi dudng 161, chu truong ciia Dang
va Nha nudc, giit vai tro quyét dinh d6i véi su 6n dinh
chinh tri va phét trién bén vimg ctia dat nudc. Trong bdi
canh ky nguyén s, cing v6i nhimg thanh tiru to 16n ctia
khoa hoc - cong ngh¢, dac biét la sy phat trién manh mé
cua Internet, mang xa hoi va tri tu¢ nhan tao, moi truong
tur tuong - chinh trj dang dimg trudc nhitng bién doi sau

sic. Cac thach thirc an ninh phi truyén thong, nhat 1a an
ninh théng tin, an ninh mang va chién tranh nhan thrc,
ngdy cang gia ting ca vé quy mo, mirc do tinh vi va tinh
kho luong.

Thue tién cho thy, cac thé Iuc thu dich, phan dong
d4 va dang loi dung khong gian mang dé xuyén tac nén
tang tu tudng clia Pang, pht nhan vai tro 1anh dao cua
Pang va Nha nudc, gieo ric thong tin sai 1éch, gdy hoang
mang du luan xa hoi. Nhiing tac dong nay khdng chi anh
huéng dén niém tin ctia nhan dan ma con dit ra yéu cau
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méi doi voi cong tac xay dung Pang vé tur tuong. Do do,
nghién ctru mot cach hé théng viée bao vé nén tang tu
tuong cia Pang trudc cac thach thire an ninh phi truyén
thdng trong ky nguyén s6 c6 ¥ nghia Iy luan va thyc tién
cap thiét hién nay.

2. N§i dung

2.1. Nhin dién cdc thich thirc an ninh phi truyén
théng trong ky nguyén so

Thach thire tir khong gian mang va mang xa hoi

Khéng gian mang va mang xa hoi da tro' thanh moéi
truong méi, ¢6 anh hudng sau rong dén doi song tu
tuong, chinh tri va xa hoi. Voi dac trung md, phi bién
gi6i, lan truyén nhanh va kho kiém soat, khong gian
mang vira 13 kénh théng tin quan trong, vira tiém an nhiéu
nguy co dbi vi cong tic bao vé nén tang tu tuong ciia
Pang. Cac nén tang mang xa hoi cho phép moi ¢4 nhan
d& dang tao 1ap, chia s¢ va tiép nhan thong tin, trong d6
khong it ndi dung mang tinh xuyén tac, bop méo su that,
pht nhan vai tro lanh dao ciia Pang va Nha nudc. Dac
biét, co ché lan truyén theo hiéu tmg “dam déng” khién
nhimg thong tin sai léch c6 thé nhanh chéng tac dong
dén nhén thirc xa hoi, tao ra nhiing “dong du luan” kho
kiém soat, lam suy giam niém tin chinh tri néu khong
duoc nhén dién va xtr Iy kip thoi. Viét Nam 1a mot trong
nhimg qudc gia ¢6 ty 1& ngudi st dung internet va mang
x4 hi cao trén thé gi6i. Theo We Are Social va Meltwa-
ter nam 2024 ca nude c6 hon 70 triéu nguoi dung mang
xa hoi, chiém gan 72% dan sb, trong d6 Facebook,
YouTube va TikTok 12 ba nén ting pho bién nhat (We
Are Social va Meltwater, 2024). Mang xa hgi ngay cang
tr thanh ngudn thong tin chi yéu, dac biét dbi voi gisi
tré; tuy nhién, sur phét trién ndy ciing lam gia ting nguy
co xuét hién thong tin sai I€ch, tin gia va cac ndi dung
gy hoang mang du luan. Nhiéu nghién ciru chi ra ring
khong it nguoi ding chua c6 théi quen kiém chimg thong
tin trude khi chia sé, dan dén nguy co mét an toan trén
khong gian mang. Vi vay, Viét Nam dugc danh gia la
qudc gia co ty 18 lan truyén thong tin sai sur that & mitc
twong ddi cao, chu yéu do ngudi ding chua dugc trang
bi dy du k§ nang nhan dién, xéc thuc va kiém chimg
thong tin (Duong Thi Thu Huong, Nguyén Thé Duy
Long, (2024).

Théich thirc tie chién tranh thong tin, tin gid, tin xdu doc

Chién tranh thong tin la mot dang thirc méi ciia céc
thach thtrc an ninh phi truyén théng, trong d6 théng tin
duoc st dung nhu mdt “vii khi mém’” nham tac dong, chi

phdi va lam thay doi nhan thirc, thai d6 va hanh vi ciia
cac nhom x hoi. Trong ky nguyén s, tin gia, tin xau doc
dugc tao ra va phat tan c6 chu dich, thuong dugc “nguy
trang” dudi hinh thure thong tin da chiéu, phan bién xa hoi
hoic “y kién c4 nhan”, gay kho khan cho viéc phan biét
dung - sai. Cac ndi dung nay thuong tdp trung vao nhiing
van dé nhay cam nhu cong tac can bo, phong, chéng tham
nhiing, cac sy kién chinh tri - xa hoi lon, qua d6 lam x6i
mon uy tin ciia Dang, Nha nudc va tao ra tam Iy hoai nghi,
bét 6n trong xa hoi.

Trung binh mdi thang, trén Internet va cic nén tang
mang x hoi xuat hién hang trim nghin bai viét, video lién
quan dén Viét Nam, trong d6 c6 ty 1é dang ké mang noi
dung xuyén tac, chong pha Dang va Nha nuéc ta. Khoang
67% s6 ndi dung nay duoc phat tan trén Facebook, phan
con lai lan truyén qua YouTube, céc blog ca nhan va mot
s6 kénh thong tin phan dong khéc (Bui Thanh Son, 2023).

Thach thiec tie viéc loi dung cong nghé maoi (A1, deep-
fake, thudt todn)

Su phat trién nhanh chéng cta tri tué nhan tao, cong
nghé deepfake va cac thuat toan dé xuét noi dung da tao
ra nhiing thach thirc méi, phirc tap hon dbi véi cong tac
bao vé nén tang tu tuong ctia Pang. Cng nghé Al cho
phép tao ra cac ndi dung gia mao c¢d do chan thuc cao, tir
hinh anh, am thanh dén video, khién nguoi tiép nhan
thong tin kho phén biét that — gia. Thong tin sai léch,
xuyén tac tir nue ngoai duoc truyén tai bang cac nén tang
cong ngh¢ hién dai dugc van hanh ctng véi cong nghé
tri tu€ nhan tao (Al) (Ryan Dukeman, 2020), da va dang
co nhing tac dong rét 1on nham ting cuong su ddi nghich
vé y thirc hé, nhaim can thiép vao cac van dé chinh trj trong
nudc Bén canh do, cac thudt toan ca nhan hoa ndi dung
trén mang xa hoi ¢6 xu huéng “nhdt” nguoi ding trong
cac “budng vang” thong tin, 1am gia tang thién léch nhan
thirc va d& bj dan dit boi céc quan diém sai tréi, th dich.
Viée loi dung cong nghé méi dé tin cong nén tang tur
tuong vi vay trd nén tinh vi, kho nhan dién va kho dau
tranh hon so véi cac hinh thirc truyén thong.

Thch thike tir suw suy gidgm “mién dich tw twong” ciia
mot b phén can bj, déang vién va quan ching

Mot thach thic dang quan tam khac la su suy giam
“mién dich tur tuong” ciia mot bd phan can bo, dang vién
va quan chting nhan dan trude nhimg tic dong tiéu cuc
tir moi trudng thong tin sb. Trong diéu kién thong tin da
chiéu, néu thiéu ban linh chinh tri viing vang, nén tang 1y
luén va kha ning “dé khang” trudc céc luan diéu sai trai,
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ca nhan dé bi dao dong, hoai nghi hoac tham chi ﬁép tay
lan truyén thong tin xAu doc. Nghiém trong hon, “Mot bd
phan can b, dang vién ban linh chinh tri khong vitng
vang, suy thoéi vé tu tuong chinh tri, con hoai nghi, mo
hd vé muc tiéu, Iy tudng ctia Pang va con duong di lén
chu nghia xa hoi ¢ nudc ta; mot s0 it hoang mang, dao
dong, mat long tin; ca biét con phi nhan chii nghia Méc
- Lénin, tur twéng H6 Chi Minh va dudng 161 d6i méi ciia
bang” (Pang Cong san Vi¢t Nam (BPCSVN), 2021).
Thuc té cho thay, viéc hoc tap Iy luan chinh tri & mot sb
not con hinh thirc, chua gén v6i thue tién, dan dén khoang
trong nhan thirc, tao diéu kién cho cac thach thic phi
truyén thong xam nhép va tac dong. Dicu nay dit ra yéu
cau cap thiét phai ting cudng gido duc 1y luan chinh tri,
nang cao ban linh tur tudng va nang lyc nhan dién, phan
bién thong tin trong ky nguyén so.

2.2 Thurc trang cong tic béio vé nén ting tw tuong
cua Dang hién nay

Cong tic bao vé nén tang tur tuong ctia Pang Cong
san Viét Nam trong nhitng ndm gan day di duoc trién
khai mdt cach nghiém tiic, siu rong tir Trung uong dén
co s, nham gitr vimg dinh hudng tu tudng, nang cao
nhan thirc ctia can bg, dang vién va cac tang 16p Nhan
dén trude nhitg dién bién phirc tap ciia méi truong so.
Tuy nhién, trong bdi canh thach thire an ninh phi truyén
thdng ngay cang gia tang, thuc trang cong tac ndy vira ghi
nhan nhimg két qua dng khich 1&, dong thoi boc 16 nhicu
han ché, bt cap can sdm duoc khic phuc.

2.2.1. Nhitng két qua dat duoc

He théng van ban chi dao tung budc hoan thién

Cung voi viéc nang cao nhan thic, hé ﬂléng van ban
chi dao ctia Pang va Nha nudc vé bao vé nén tang tu
tuong ctiia Pang tiimg budc duge hoan thién, tao co so
phap Iy va dinh huéng 16 rang cho cac co quan, t6 chirc
trong qua trinh thyc hién nhiém vu. Ngay 22/10/2018, Bo
Chinh trj khéa XII ban hanh Nghi quyét s 35 - NQ/TW
vé “Tang cuong bao vé nén tang tu tudng cia Pang, dau
tranh phan bac cac quan diém sai trai, thii dich trong tinh
hinh méi”, duoc xéac dinh 14 van kién nén tang, co y nghia
dinh hudng chién lugc dbi véi cong tac nay. Tiép do, Dai
héi XTI ctia Pang (thang 1/2021) tiép tuc nhén manh yéu
cau ting cudng bao vé nén tang tu tudng clia Pang, kién
quyét, thudng xuyén dau tranh phan béac cac quan diém
sai trai, thu dich, co hdi chinh tri; dé)ng thoi ngan chén,
déy [t sy suy thoai vétu tudng chinh tri, dao dtc, 16i séng
va cac biéu hién “tur dién bién”, “tur chuyén hoa” trong ndi

bo (BCSVN, 2021).

Bén canh d6, Bang va Nha nudc ta déc biét coi trong
viéc bao dam chi1 quyén, an ninh quéc gia trén khong gian
mang, thé hién qua cac nghi quyét quan trong nhur Nghi
quyét s6 29 - NQ/TW va Nghi quyét s6 30 - NQ/TW
ngay 25/7/2018 ctia By Chinh trj khoa XII vé chién lugc
béo vé T6 quc va chién luoc an ninh mang qudc gia. Cc
nghi quyét, chi thi cia Pang thong nhat quan diém chi
dao vé bao dam an toan, an ninh thong tin gén véibao vé
cht quyén qudc gia trén khong gian mang.

Trén co s& d6, Nha nudc timg bude thé ché hoa cac
chu truong, duong 16i ctia Pang thanh hé théng phéap luat,
tiéu biéu 1a Luat An toan théng tin mang nam 2015, Luat
An ninh mang nam 2018 va Luat Qudc phong nim 2018
(Nguyén Viét Lam, 2021). Viéc hoan thién khung phap
1y v& an toan thong tin, dic biét trong méi trudng mang,
khong chi dap tmg yéu cau phét trién bén vimng kinh té -
xa hoi ma con gop phan bao dam qudc phong, an ninh,
chu quyen va loi ich qudc gia - dén toc trong bbi canh
chuyén d6i sb hién nay.

Ngodi ra, cac van ban chi dao cu thé nhu chi thi, ké
hoach hanh dong ctia Ban Bi thu, Ban Tuyén gidovaDan
van Trung wong di duoc ban hanh nham trién khai nhung
quan diém cta Nghi quyét 35 vao thyc tin & cac cap
Nhiing van ban nay khong chi nhén manh nhiém vu dau
tranh phan bac quan diém sai tréi, thit dich, ma con dé cap
toi Vlec nang cao hiéu qua tuyén truyén chinh thong trén
cac nén tang so Viéc xay dung va ban hanh cac hudng
dan k thuat vé quan Iy thong tin trén mang xa hoi, ting
cuong an ninh mang cho hé thong bao chi dién tir va trang
thong tin dién tir cua cac co quan Pang - Nha nudc la
minh chimg cy thé ctia nd luc hoan thién khuon kho phap
1y phuc vu cong tac nay.

Chit lwong ldnh dao cvia cap 1y, 16 chire ding trong
déu tranh phan bdc cde quan diém sai trdi, thil dich ngay
cang dwoc ndng cao

Céc cap ty, to chire dang da quan triét 1 cong tac déu
tranh bao vé nén tang tur tuong ctia Pang 14 nhiém vu ctia
toan hé thong chinh tri tir Trung wong dén dia phuong,
déng thoi 1a trach nhiém ctia toan dan, qua d6 tao nén strc
manh tong hop ctia hé théng chinh trj gén vai stic manh
cua nhan dan. Trén co s& do, cac cép, cacnganh, co quan,
don vi chu trong nang cao nhan thurc va tu duy, lam 1o
tinh chat nguy hai, tac dong tiéu cuc ciia cdc quan diém
sai trai, thit dich ddi voi an ninh, trat tir, an toan xa hoi;
dong thoi tang cudng kha ning nhan dién dé ban hanh
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chu truong, bién phap chi dao phu hop, phan biét 16 gitia
cac quan diém sai trai, thu dich v6i nhitng nhan thic l&ch
lac, phién dién hoc ¥ kién phé binh thiéu tinh xay dyng,
Tu do, lya chon phuong thirc phan bién khoa hoc va gidi
phap dau tranh phtt hop, bao dam hiéu qué thiét thyc.

Nhan thirc cua can bo, dang vién va nhdn ddan vé bdo
Vé nén tang tir tuong ciia Pang ngdy cang duge ndng lén

Mot trong nhimg thanh tyu 16 rét nhét cta cong tic
béo vé nén tang tur tuong ciia Dang 14 sy nang cao nhéan
thirc trong toan Pang, toan dén va toan quén vé tim quan
trong ctia nhiém vu nay. Trén thuc té, tir Trung uong dén
dia phuong, nhiéu co quan, t6 chirc Dang da to chire cac
héi nghi, toa dam, 16p bdi dudng nham ning cao hiéu biét
va k¥ nang nhan di¢n, d4u tranh voi thong tin sai 1éch,
luan di¢u thu dich. Ty 1€ can by, dang vién tham gia cac
16p hoc tép, nghién ciru nghi quyét, dic biét nhing noi
dung lién quan dén an ninh tur tuéng va d4u tranh trén
khong gian mang d ting dang ké trong nhimg nim gan
day, cho thiy sur quan tim manh mé& hon ddi véi cong tic
tur tuong trong bdi canh thach thire phi truyén thong. Dong
thoi, viéc nhan dién cac nguy co tiém 4n tr moi truong
mang cling tré nén phé bién hon, tao nén mot “l4 chén tur
tuong” ngay cang viing chic hon trong doi ngii can bd
lanh dao va nguoi dan.

Trén céc nén tang truyén thong xa hoi thoi gian qua,
nhiéu tai khoan, trang, nhom d tham gia tich cuc vao
cong tac dau tranh bao vé nén tang tur tuéng cua Péang,
tiéu biéu nhu nhém “Déu tranh chdng luan diéu xuyén
tac” v6i 91.468 thanh vién; trang “Chéng ludn diéu xuyén
tac” ¢ 44.000 luot thich va 48.000 luot theo doi; trang
“Tiéng ndi thé hé tré” c6 14.392 luot thich va 15.224 luot
theo doi; trang “Thdng tin chong phan dong” dat 149.000
luot thich va 190.000 lugt theo doi; trang “Chéng phan
dong” ¢6 189.349 luot thich va 229.136 luot theo doi
(Pham Van Giang, 2022).

Clic phuong thiic, gidi phdp béo vé nén tang tir tiong
ciia Déang mang tinh ban 16, két hop hdi hoa giita “xdy”’
va “chong”

Viée thue hién can két hop ddng bo nhiéu phuong
thre, glal phap nhu: gan d4u tranh, phan bac véi néu
guong; két hop tuyén truyén, phd blen Vvoi gido duc y thite
cach mang va chii nghia yéu nude; gin phan bién véi vide
dua ra chimg cr xéc thyc théng qua chimg minh, dbi
chimg, so sanh (“chimg cir thét, gia tr that”); dong thoi
két hop d4u tranh tu tudng voi viée ap dung cac bién phap
manh, kién quyét xir Iy “khong co ving cAm”, khong

chép nhan loi ich cuc bo, lo1 ich nhom va cac hanh vi truc
loi chinh sach.

Phuong thirc niy nhidm bao dam va cing ¢6 cac gia
tri tinh than cach mang, déng thoi gén chit véi dau tranh
phan béc cc quan diém sai trai, thii dich. Trong d6, “xay”
giit vai trd chii dao, con “chdng” 1a nhiém vu quan trong,
cap bach, dugc quan tim va trién khai thudng xuyén.

Cc co quan truyén thong va 16 chike chinh tri - xd
hoi chu dong xay dung cdc chuyén trang, kénh thong tin
chinh thong, day manh chuyén dich sang mé hinh tich
hop s6 nhdam lan téa cde quan diém diing dan cia Pang
vé nhitng van dé thoi sw

Cac co quan bao chi chit Iy nhur Dai Truyén hinh Viét
Nam (VTV), Bai Tiéng ni Viét Nam (VOV), Béo Nhan
Dan, Thong tin xa Viét Nam (TTXVN), ciing nhiéu co
quan bao chi l6n nhu Tudi Tré, Thanh Nién, Lao Dong,
VietnamNet, VnExpress. . . d3 trién khai dong bo cac loai
hinh truyén thong s, bao gdm bao dién tir, truyén hinh
trye tuyén (livestream), podcast, video ngan, tmg dung di
dong va phat trién cac nén tang mang xa hoi, qua d6 mo
16ng pham vi tiép cin va ning cao hiéu qua dinh hudng
du luan xa hoi.

Tiéu biéu, cac tmg dung VTVGo va VOVMedia hién
14 nhitng nén tang truyén hinh, phat thanh s6 phd bién,
cung cap ndi dung theo yéu cau va cac chuong trinh truc
tuyén cht luong cao. Céc bao dién tir nhu VnExpress va
VietnamPlus (TTXVN) ciing di d4u trong tich hop ndi
dung da phuong tién, dong thoi duy tri luong truy cap
thudc nhom cao nhat ca nude. Bén canh dé, cac fanpage
nhu “Tudi Tré Online”, “Béo Thanh Nién”, “VTV24” va
“VOV Giao thong” da trd thanh kénh tirong tac thong tin
quen thude cua gioi tré, dac biét tai cac do thi lon.

Theo Béo cao Chi s6 chuyén dbi s quc gia (DTI)
nam 2023 cia Bo Thong tin va Truyén théng, hon 95%
co quan bao chi Viét Nam da c6 phién ban dién ti, trong
d6 trén 70% don vi dau tur phat trién ndi dung s6 da nén
tang, img dung tri tu¢ nhan tao va di liu lén dé phan tich
hanh vi cong chting va ti wu hoa hiéu qué tiép can. Dong
thoi, ty 16 nguoi dén tiép can tin tic qua nén tang s dat
83,1%, voi cac hinh thirc nhu video ngén, livestream va
podcast ting trurdng manh, déic biét trong nhom tudi tir 18
dén 35 (Bo Thong tin va Truyén thong, 2024).

Théng tin xa Viét Nam (TTXVN), Bao Quan doi
nhan dan. . . di c6 chuyén trang “Bao vé nén tang tur tuong
cta Pang” tich hop nhiéu loai hinh truyén thong nhu vin
ban, anh, video, infographic nham thu hut ban doc, nhét
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14 nguoi tré, gép phan cung cap thong tin chinh théng,
khoa hoc vé chit truong, duong 16i ctia Dang.

2.2.2. Nhitng han ché, bat cdp

Trong nhimg nim qua, mic di cong tic bao vé nén
tang tu tuong ciia Pang da dat duoc nhimg két qua tich
cuc, nhung trong bdi canh méi trudng sb phat trién nhanh
chong vai tinh chét phtic tap va da dang, nhiéu han ché,
bét cap van ton tai, néu khong duoc khéc phuc kip thoi sé
anh huong dén hiéu qua chung ctia nhiém vu.

Chdm thich ting v6i mdi trieong s6

Mt trong nhimg han ché déng chi y 14 toc do thich
{mg voi moi trudng sb ctia mdt s6 co quan Dang con
cham va thiéu dong bg. Mic dii mang xa hoi va khong
gian mang 1a nhimg kénh théng tin chinh yéu hién nay,
nhung mot bd phén co quan, t6 chirc van chu yéu dua
vao céc hinh thiic théng tin truyén thdng (béo in, hdi nghi,
tuyen truyen trye tiép) ma chua khai thac hiéu qua cac
nén tang so, cong nghé truyén thong hién dai dé dinh
huong du lun. Biu nay dan t6i tinh trang thong tin chinh
théng d01 khi bi “dudi” so véi tdc do lan truyén ciia tin
gid, tin x4u doc trén mang xa hoi.

Ha tang cong nghé va he théng cong cu phan tich,
glam sat théng tin ctia mot s co quan Pang con han ché,
khién viéc phat hién, phan bac thong tin sai léch chua kip
thot va hi€u qua. Su thiéu hut ca vé cong cu lan nguén
nhan lyc cong nghé da tao diéu kién dé mot s6 ndi dung
sai tréi lan truyén nhanh trudc khi c6 phan hdi chinh théng,
anh huong dén nhan thie cia mot bd phan ngudi dan.
Trong khi do, cac thé Iuc thu dich dic biét coi trong hoat
dong truyén thong dai ching va tuyén truyén kich dong;
chung khai thac hon 40 dai phat thanh, truyén hinh, gin
400 béo, tap chi tiéng Viét (trong d6 co khoang 10 4n
pham mang ndi dung phan dong) ciing 66 nha xuat ban
dé tuyén truyén, chng pha cach mang Viét Nam, dong
thot dua vao trong nudc mot lugng 16n tai li€u, sach béo,
truyén don, bang hinh ¢6 ndi dung phan dong, ddi truy,
chi dao céc ddi tuong co hdi viét bai xuyén tac, boi nho
tinh hinh Viét Nam (Bui Pinh Bon, 2018).

Bén canh do, co s& vat chét - k¥ thuat phuc vu cong
thc dAu tranh bao vé nén tang tur tudng cia Pang chura dap
ung yéu cau thyc tién; viéc ra sodt, phat hién cac trang
mang va ddi twong phan dong con cham; phuong thirc dau
tranh, tac chién trén khong gian mang va viéc ap dung cc
bién phap ky thuat nhidm vo hiéu hoa thi doan cta cac thé
Tuc tht dich van chua dat hiéu qua nhu mong mudn.

Phuong thire déu tranh tw tuéng con mang néng tinh
truyén thong

Phuong thirc d4u tranh tur trdng nhiéu noi van mang
nang tinh truyén thong, chua thyc s d6i mai, hip dan va
thuyét phuc trong méi truong sb. Céc ndi dung phan bac
thong tin sai trai, thu dich thuong duoc trinh bay dudi dang
van ban dai, hoc thudt, kho tiép can v6i nhom dbi tuong
tré - nhitng nguoi sir dung mang xa hoi tich cuc nht.

Trong khi do, cac thé luc thu dich trén khéng gian
mang lai sir dung céc hinh thire d& tiép can, hép dan nhu
video ng:fm, hinh anh sinh dong, ndi dung cam xtic manh,
khién phan 16n doc gia, dic biét 1a gidi tré, dé bi thu hit
va tin theo. Viéc thiéu nhiing san pham tuyén truyén mang
tinh sang tao, da dang hinh thtrc lam giam hiéu qua tiép
nhan thong tin chinh thong, khién cong tac dau tranh tur
tuong chua thé hién duoc st séng manh mé trén moi
trudng so.

Cac toa dam, hdi thao chuyén dé lién quan dén bao
vé nén tang tur tuong thudng thu hiit sw tham gia chi yéu
cta gidi lam nghién ctru va can bd tuyén gido, trong khi
Tuong ddc gia tir cong dong mang it tiép can duoc cac ndi
dung nay néu khong c6 su truyén tai linh hoat trén mang
x4 hoi va cac nén tang moi.

Naing hye dgi ngii lam cong tic e tong chiea dong déu

Nang luc cua doi ngti 1am cong tac tu tudng nhin
chung con chua dong déu, nhat 14 vé k¥ ning str dung
cong nghé s6 va tur duy phan bién trén méi trrong mang.
Nhiéu can bd tuyén gido, dac biét & co sd, tuy co trinh d§
Iy uan chinh tri t6t nhung chua thanh thao cac cong cu
truyén thong hién dai, con han ché trong san XUAtnoi dung
s hip dan va quan 1y, dinh huéng du luan trén mang xa
hoi. Dai hoi XIII cua Dang chi rd: “Cong tac thong tin,
tuyén truyén mot s6 duong 161, chi truong ctia Dang,
chinh sach, phap luat ctia Nha nude chua kip thoi, hinh
thirc chura phong ph. ... Viéc du bao, ndm bit tinh hinh
tu tuong cua can bd, dang vién, tim tu, nguyén vong cua
nhan dan va dinh hudng du luan xa héi cé lac chua kip
thoi; két qua thyc hién mot s6 chu truong cua Pang vé
quén 1y béo chi, truyén thng, xuét ban, quan Iy internet,
mang x4 hoi chua dap tmg yéu cau” (PCSVN, 2021).
Bén canh d6, “trinh d9 khai thac, st dung cong nghé
thong tin mang ctia khong it co' quan, don vi, di ngii can
bo, dang vién con han ché, vi vay dau tranh trén khong
gian mang con gap nhiéu kho khan, ling ting” (Cuc
Tuyén huén, 2019). Nhimg han ché nay da anh huong
tryc tiép dén cht luong va hiéu qua cia cong tic bao vé
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nén tang tu tudng ctia Dang trén khong gian sb.

Bén canh d6, mot s6 can bd, dang vién chua nhan thire
day du mure do nguy hai ctia nhimg luAn diéu sai trai, thu
dich dang tai trén mai truong mang; tham chi co truong
hop tho o hodc chia sé ndi dung khong chinh thong vi
thiéu canh gic va ky nang kiém chimg ngudn tin. Nhimg
hién tuong ndy cho thiy s thiéu dong déu vé ning luc
gitia cac luc lugng tham gia cong tac tu tuong, tir trung
wong dén co s6, can duge dio tao, bdi dudng kip thoi.

2.3. Thiio ludin va dé xudt gidi phdp bio vé nén ting
tu tuwong cua Ddng trudc cdc thach thirc an ninh phi
truyén thong trong ky nguyén so

Trude sy gia tang nhanh chong va ngay cang tinh vi
cta céc thach thirc an ninh phi truyén thong trong ky
nguyén sb, cong tic bao vé nén tang tr tuong clia Dang
khong thé chi dimg lai & viéc nhdn dién nguy co va danh
gia thyc trang, ma can duoc tiép can mot cach chu dong,
hé thong va mang tinh chién lugc 1au dai. Trén co s& phan
tich Iy luan va thuc tién, c6 thé thiy rang bao vé nén tang
tu tuong cua Pang hién nay 1a mot nhiém vu phie hop,
doi hoi su két hop dong bo gitta d6i méi tur duy 1y Tudn,
hoan thién co ché chinh séch, hién dai hoa phuong thirc
trién khai trén khong gian mang, xdy dung doi ngii can
b6 1am cong tac tur tudng di nang luc, ban finh, dong thoi
phat huy vai trd ctia nhan dén, bao chi va toan bo hé thong
chinh tri.

2.3.1. Nhém gidi phdp vé ning cao nhdn thirc va b
lugn chinh tri

Thit nhdt, can tiép tuc nang cao nhan thirc 1y luan vé
Vi tri, vai tro sdng con ciia nén tang tur tuong ctia Pang
trong bdi canh an ninh phi truyén théng. Trong diéu kién
toan cAu hoa va chuyén d6i sb, cac thach thire dbi véi nén
tang tur trong khong con biéu hién chi yéu bang cac hinh
thirc ddi dau tryc dién, ma thudng duoc “nguy trang” dudi
danh nghia ty do ngdn luan, da nguyén tu tuong, phan
bién xa hoi hoac bao vé quyén con nguoi. Do do, néu
nhan thirc chua day du, thiéu chidu sau Iy luan, d& dan
dén tam 1y chi quan hodc ling ting trong xir 1/ cac tinh
huéng phtrc tap trén khong gian mang.

Thit hai, can tiép tuc phét trién va lam sau sic hon hé
thong 1y luan vé bao vé nén tang tu tudng ctia Déng trong
ky nguyén sd, coi ddy 1a mot bd phan quan trong ciia Iy
luan xay dung Pang cdm quyén. Ly luan nay can duoc
b6 sung cac ndi dung méi lién quan dén an ninh tur tuong,
an ninh thong tin, an ninh mang va chién tranh nhén thirc,
qua d6 1am 16 mdi quan hé gitta bao vé nén tang tu tudng

voi bao vé an ninh qubc gia trong diéu kién phi truyén
thdng. Viéc phat trién 1y luén khong chi dimg & viéc khang
dinh gia tri bén viing ctia chil nghiia Méc - Lénin, t tuong
Hd Chi Minh, ma con phai chi ra cach thure van dung sang
tao, linh hoat cac gia tri d6 dé giai quyét nhiing van dé
m6i nay sinh tir thyc tién s6 hoa.

Thit ba, can théng nhat nhan thirc ring bao vé nén
tang tu tuong ciia Dang khong chi 1 “dAu tranh phan bac”
quan diém sai trai ma con 1a “xdy dyng va lan toa” cai
hay, c4i dep. Trong ky nguyén sd, viéc chi tap trung phan
{mg trude cac thong tin sai tréi 1 chua di; didu quan trong
hon Ia chii dong cung cap hé gié tri, tri thirc va thng tin
chinh théng c6 strc thuyét phuc, tao “strc dé khang” tur
tudng cho can bg, dang vién va nhan dan. Pay la sy
chuyén bién quan trong vé tur duy 1y ludn, tir thé bi dong
sang thé chu dong, tir phong ngu sang két hop phong ngu
vai tién cong trén mét trén tu tdng.

2.3.2. Nhém gidi phép vé hocn thién co'ché, chinh sich

Thir nhdt, cin tiép tuc hoan thién co ché 1anh dao, chi
dao thong nht ctia Dang dbi véi cong tic bao vé nén tang
tur tudng trong méi trudng s. Thue tién cho thay, méc du
da c6 nhiing van ban quan trong dinh huéng nhiém vu
ndy, song & mot s noi van con tinh trang phén tan trach
nhiém, thiéu sur phdi hop chit chE gitra céc co quan tuyén
gi4o, an ninh, théng tin - truyén thong va céc t chire chinh
tri - xa hoi. Do do, can ra soat, bd sung va cu thé héa co
ché phdi hop lién nganh, bao dam sy thong nhét trong chi
dao va hanh dong tir Trung wong dén co s& trong hé thong
chinh quyén hai cp hién nay.

Thir hai, cin hoan thién hé thng chinh sach, phap luét
lién quan dén quan Iy khong gian mang, bao dam hai hoa
gilia yéu cdu bao vé nén tang tu tuéng ciia Dang véi
quyén tiép can thong tin va quyén tw do ngon luan ctia
cong dan theo quy dinh cua Hién phép va phap luat.
Chinh séch quan Iy khong gian mang can theo huéng vira
tao diéu kién cho sy phat trién lanh manh ctia moi truong
s, vira c6 dii cong cu phap Iy dé ngan chan, xir Iy kip thoi
cac hanh vi loi dung internet va mang xa hoi dé chéng
pha Pang, Nha nudc.

Thit ba, can xay dyung co ché khuyén khich va bao vé
nhiing c nhan, t6 chue tich cuc tham gia dAu tranh bao
vé nén tang tu trdng ctia Pang. Trén thyc té, khong it can
bd, dang vién, nha béo, nha khoa hoc va ngudi dan co
tinh than trach nhiém cao trong viéc phan bac cac quan
diém sai tréi, thu dich, song van con tAm 1y e ngai trudc
nhitng rui ro phap Iy hodc ap luc du luan trén khong gian
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mang. Vi vy, viéc hoan thi¢n chinh sach bado v¢, dong
vién va ghi nhan nhimg dong gop tich cuc 14 yéu td quan
trong dé huy dong strc manh xa hoi trong cong tic nay.

2.3.3. Nhom gidi phdp vé doi méi phirong thire bio
Vé nén tang tir tuomg trén khong gian mang

Thir nhat, can d6i méi manh m& phuong thirc tuyén
truyén, ddu tranh tur tuong trén khong gian mang theo
hudng hién dai, linh hoat va phu hop véi dac diém cua
timg nhom ddi tugng. Noi dung béo vé nén tang tur tuong
khong nén chi dugc trinh bay dudi dang van ban dai,
mang tinh han 14m, ma can dugc da dang hoa théng qua
cac hinh thtrc nhu video ngz“in, dd hoa thong tin, podcast,
toa dam tryc tuyén. .. nham nang cao kha ning tiép can
va stic lan toa, dic biét dbi voi gidi tré.

Thit hai, can tmg dung hiéu qua cac cong nghé méi,
nhét 14 trf tué nhan tao va dit lidu 16n, trong viéc giam
sat, phan tich va dy bao xu hudng du luan xa hdi trén
khong gian mang. Vi¢c str dung cong ngh¢ s gitip cac
co quan chirc ning kip thoi phét hién cac ludng thong
tin sai léch, thu dich ngay tir giai doan dau, tir d6 chu
dong dua ra cac phan hdi chinh xac, ¢6 co sd khoa hoc
va phu hgp voi tam Iy xa hoi.

Thit ba, can chuyén tir tw duy “d6i pho” sang tu duy
“kién tao khong gian tu tudng tich cuc” trén méi trudng
sb. Pidu nay doi hoi cac co quan cia Pang, Nha nude
va cac to chirc chinh tri - x3 hoi phai chu dong xay dung
céc kénh thong tin chinh thong cOuy tin, noi dung phong
phu, hip dan, tao dugc niém tin va su gin bo cua nguoi
ding. Khi thong tin chinh thong tré thanh ngudn tham
khao dang tin cdy, cic quan diém sai tréi, thi dich s dan
bi thu hep “khdng gian anh hudng”.

2.3.4. Nhém gidi phép vé xdy dung doi ngii cin bj
lam cong tac tw tuong

Thi nhdt, can xay dung doi ngii can bo 1am cong tic
tu tu(")’ng ¢ ban linh chinh tri vimg vang, trinh d I luan
siu sdc va nang luc cong ngh¢ phu hop véi yéu cau cua
ky nguyén so. Trong dleu kién hién nay, can bg lam cong
tac tu tuong khong chi can am hiéu Iy luan chinh tri, ma
con phai c6 k§ ning truyén thong s6, kha niang phan tich
dtr liu va nhay bén véi cac xu hudng thong tin méi.

Thi hai, can doi méi cong tac dio tao, bdi dudng
can bo tur trdng theo hudng gan 1y luan voi thue tién sb,
thuc hién t6t cude van dong “binh dan hoc vu s0”. Noi
dung dio tao cin bd sung cac kién thire vé an ninh phi
truyén théng, chién tranh thong tin, k§ ning nhan dién
va xir Iy tin gia, cting nhu phuong phép diu tranh tu

tuong trén cac nén tang s. Hinh thirc dao tao ciing can
linh hoat, két hop giita dao tao truc tiép va truc tuyén,
nham dép Gmg yéu cau cép nhat nhanh ctia méi trudng
cong nghé.

Thir ba, cn ¢6 chinh sach thu ht, st dung va dai
ngd phu horp ddi v6i doi ngil can bo lam cong tac tu
tucmg, nhit 13 nhimg ngudi c6 nang luc chuyen mon
cao vé cong nghé thong tin, truyen thong s va khoa hoc
dir lidu. Viée tao diéu kién dé can bd yén tdm cong tac,
phat huy sang tao 1a yéu t quan trong bao dam tinh bén
vimg cua lyc lvong nong cbt trén mit tran tu tudng.

2.3.5. Phat huy vai tro cua nhan dan, bao chi va hé
thong chinh tri

Thi nhat, khang dinh vai trd chu thé coa nhan dan
trong bao vé nén tang tu tuong ctia Pang. Lich sir va thuc
tién xay dung, bao v¢ T quéc da khﬁng dinh 15 vi tri, vai
trd va sirc manh to 16n ctia nhan dan. Céc bac tién nhan
diic két: “Pay thuyén 1 dan, 14t thuyén ciing 1 dan”; Chii
tich HO Chi Minh nhan manh: “Nudc lay dan lam gdc”,
“Trong bau troi khong gi quy bang nhan dan, trong thé
gi6i khong gi manh bang luc lwong doan két ciia nhan
dan”. Van kién Dai hoi X1 ctia Dang tiép tuc khang dinh
quan diém “nhan déan 13 trung tAm, 1a chu thé cta cong
cude ddi moi, xay dung va bao vé T quic”.

Theo d6, moi cht trrong, chinh sach phai xuét phét
tir nguyén vong, quyén va loi ich hop phép, chinh dang
ctia nhan dan, 14y hanh phiic va 4m no ctia nhan dan lam
muc tiéu. Pay 13 nén tang quan trong dé ciing cd, ting
cudng niém tin ctia nhan dan dbi véi Pang, Nha nudc
va ché d6 xa hoi chii nghia. Nhan dan khong chi 14 dbi
twong cta cong tic tuyén truyén ma con 1a luc luong
tryc tiép tham gia phat hién, phan anh va dau tranh v6i
cac thong tin sai trai, thu dich. Vivay, cancha trong nang
cao dan tri, dac biét 1a nang hyc tiép nhan, xt ly thong
tin trong moi trudong s va tang cudng “mién dich cong
d@)ng” trudc cac luan diéu xuyén tac.

Thit hai, can phat huy vai trd ctia bao chi cach mang
Viét Nam nhu mot lyc lugng xung kich trén mét tran tu
tudng - van hoa. Bao chi can tiép tuc d6i méi ndi dung,
hinh thtrc thé hién, nang cao tinh chién dau, tinh thuyét
phuc va tinh dinh hudng, dong thdi chi dong tham gia
phan bac cic quan diém sai trai, thu dich trén khong gian
mang mdt cach kip thoi, co co sé khoa hoc va phtt hop
voi tdm ly cong chiing.

Thit ba, can phat huy sttc manh tong hop cua toan
b6 hé thong chinh tri trong bao vé nén tang tu tudng cia
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Pang. MBOi t6 chire, mdi cép, mdi nganh can xac dinh 1o
trach nhi€m cua minh trong nhiém vu chung, bao dam
sur phdi hop chit chg, dong bo va hiéu qua. Chi khi toan
b6 hé théng chinh tri cting vao cudc, cong tic bao vé
nén tang tur tuong ciia Dang méi ¢6 thé dap tmg yéu cau
ngdy cang cao trong bdi canh ky nguyén s6 va an ninh
phi truyén thdng.

3. Két luin

Trong bdi canh ky nguyén s6 voi sy phat trién nhanh
chong cua khoa hoc - cong nghé, dac biét 1a Internet,
mang xa hdi va tri tué nhan tao, viéc bao vé nén tang tur
tudng cia Pang Cong san Viét Nam khong chi 1a yéu
cau mang tinh thuong xuyén ma con 1a tit yéu khach
quan, c6 ¥ nghia séng con d6i véi s ton tai va phat trién
cta Dang, Nha nudc va ché do xa hoi chil nghia. Bai
bao da chi ra ring, céc thach thic an ninh phi truyén
théng trong ky nguyén s dang ngay cang phir tap, da
dang va kho luong, voi sy dan xen gilra an ninh thong
tin, an ninh mang, chién tranh nhan thirc va su suy giam
“mién dich tu tuéng” trong mdt bd phan xa hoi. Nhimg
thach thirc nay khong chi dén tir cc thé Iyc thu dich bén
ngoai ma con ndy sinh tir chinh nhiing han ché n6i tai
trong cong tac tu tudng, tir nang hyc thich img véi moi
trurong s6 dén phuong thire trién khai va chit luong doi
ngii can bd. Didu do dit ra yéu cau cap thiét phai doi
méi toan dién tu duy, phuong phap va co ché bao vé
nén tang tur tudng ctia Pang trong tinh hinh méi.

Vémit Iy luan, bai bao gop phan lam rd khung khai
niém va co s6 Iy ludn vé bao vé nén tang tu tudng cta
Dang trong mdi lién hé véi cac thach thirc an ninh phi
truyén thong, qua d6 b sung va phat trién nhan thuce Iy
luan vé xdy dung Pang cam quyén trong ky nguyén s.
V& mit thuc tién, nghién ctru da phan tich thyc trang
cong tac bao vé nén tang tu tudong cua Pang hién nay,
chira nhfmg két qua dat duoc, d6ng thoi nhéan dién cac
han ché, bat cap va dé xuat hé thong giai phap mang
tinh dong bo kha thi, gan v6i yéu cau chuyén doi sb va
hoi nhap quoc té.

Tu nhitng két qua dat duoc, bai bao goi mo méot )
hudng nghién ctu tiép theo, nhu: nghién ctru chuyén
sdu vé mo hinh bao vé nén tang tur tuong trén khong
gian mang ¢ timg nhom dbi tuong xa hoi; danh gi tac
dong cua cong ngh¢ mai, dac biét 1a tri tu¢ nhan tao,
ddi v6i an ninh tr tudng; va xay dung bo tiéu chi danh
gia hiéu qua cong tac bao vé nén tang tu tuéng clia
Pang trong ky nguyén sd. Pay 1a nhimg hudéng nghién

ctru ¢o ¥ nghia ca vé Iy luan va thyc tién, gop phan tiép
tuc nang cao chat lugng cong tac xay dung DPang vé tu
tudng trong thoi gian toi./.
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