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Tom tat Trong béi canh toan cau héa va sw phdt trién cua khoa hoc ky thuat cua cong nghé 4.0, cung sy
biing né ngay cang manh mé cia Internet van vit, cdc quoc gia dang phat trién, trong dé c6 Viét Nam dang
phai di mdt véi nhleu thach thu’c va sy de doa thu"ong triec vé van dé dam bao an toan, an ninh mang néi
riéng va doi véi nén an ninh quéc gia néi chung. Bai viét nham mé ta nhing kho khan, thach thike trong viée
ddam bdo an toan, an ninh mang ciia Viét Nam, trén co sé d6 dé xudt mét sé gidi phdp nham dam béo an
toan, an ninh mang trong nén an ninh quoc gia ciia Viét Nam trong boi canh hién nay.

Tir khoa: an toan, an ninh mang, Internet van vat, dam bdo an ninh mang.

Abstract: Developing countries, including Vietnam, are facing significant challenges and constant threats re-
garding safety, cybersecurity, and national security in the context of globalization and technological develop-
ment, the advent of the 4.0 industry, and the pervasive explosion of the Internet. This article describes the
difficulties and challenges in ensuring safety and cybersecurity in Vietnam. It also proposes several solutions

to ensure safety and cybersecurity in the national security framework of Vietnam in the current context.
Keywords: safety, cybersecurity, Internet of Things, cybersecurity assurance.

1. Vén dé an toan, an ninh mang & Viét Nam
hién nay

Vi su phat trién nhanh chong ctia cong nghé 4.0
dac biét 1a sy phat trién cta Internet van vat (Internet
of Things) da mang lai nhiéu loi ich to 16n ddi voi
con ngudi. Internet d trd thanh phuong tién két ndi,
trao doi thong tin, hop tac, giao Iy, giai tril] gitra
moi tang 16p trong xa hoi. Internet cling c6 vai tro
quan trong trong viéc luu trir, tim kiém tai liéu, hoc
tap, nghién ctru, giao dich’] nham dap tng dugc
moi nhu ciu ciia nhidu dbi tugng khac nhau. Tuy
nhién, bén canh do Internet ciing tiém an nhiéu nguy
co d6i voi ca nhan, t6 chirc nhu bi 1o ri, mat mat
thong tin, xdm pham quyén riéng tu, tham chi con
dt ra nhiéu thach thirc d6i véi toan xa hoi, ddi voi
nén an ninh ctia cac qudc gia trén toan thé gidi nhur:
chién tranh mang, chién tranh thong tin, khing b
mang, toi pham mang[ trong d6 c6 Viét Nam.

Tai Viét Nam, an ninh mang va dam bao an ninh

mang hién nay dang 13 vin dé kha phirc tap. Biéu
hién 13 trong nhitg nim gan ddy cac thé lyc phan
dong tang cuong loi dung khong gian mang dé hoat
dong tinh bdo, gian diép, khing bo phé hoai hé
thng thong tin; phat tin thong tin xau, doc, bia dat,
bop méo su that, xuyén tac van de, dbi trang thay
denlva dinh hudéng du luadn bﬁng luan diéu thu
dich... nham tac dong toan dién trén céc linh vuec.
Théng ké, trung binh mdi ndm, cac co quan chirc
nang da phat hién trén 850.000 tai liéu chién tranh
tam 1y, phan dong, an xa qudc té, tai liéu tuyén
truyén ta dao trai phép; gan 750.000 tai liéu tuyén
truyén chong Pang, Nha nudc duge tan phat vao
Viét Nam qua dudng buu chinh. Tir nim 2010 dén
nam 2019 di c6 53.744 luot cong thong tin, trang
tin dién tir co tén mién .vn bi tin cong, trong d6 co
2.393 lugt cong thong tin, trang tin dién tir ctia cac
co quan Dang, Nha nudc [gov.vn[ ] xuét hién nhiéu
cudc tin cong mang mau sic chinh tri, gdy ra nhimg

LY LUAN CHINH TR VA TRUYEN THONG - S&'11/2023 61



NGHIEN cUU - TRAO POI

hau qua nghiém trong®.

Theo s6 liéu tir Cuc An toan thong tin, trong 11
thang dau nam 2022, da c6 t6i 11.213 cude tin cong
mang hudng vao Viét Nam, tdng 44,2% so vdi cung
ky nam ngoai. Trong do, ¢6 3.930 cudc tan cong gia
mao, 1.524 cudc tan cong thay d6i ndi dung, 5.759
cudc tan cong phan mém doc hai®. Ngoai ra, co rét
nhiéu cac cudc tAn cong nham vao hé thong san bay,
ngn hang, cac trang c4 nhan va ctia to chirc dé 1iy
cép thong tin, Itra dao, chiém doat tai san, de doa an
ninh an toan. Vi du nhu cudc tin cong nham vao hé
thong trang web ciia Vietnam Airlines dé danh cép
thong tin khach hang cua san bay Qudc t& Noi Bai
va san bay Qudc t& Tan Son Nhét vao 29 thang 7
nam 2016. Trong thang 8 nam 2016, mot khach
hang cta Vietcombank ciing bi mét hon 500 triéu
ddng thong qua giao dich ngan hang dién tir. Va
trong nhitng nim gan day, rat nhiéu cac ca nhan, to
chirc da bj lira dao chiém doat tai san thong qua cac
tai khoan, tin dung.

Theo thong ké Viét Nam co tong cong 77,93
triéu nguoi dung Internet, dat ty 1¢ st dung Internet
1479,1% trén tong dan s6°. Bén canh nhiing lgi ich
to 16n cua viée két ndi Internet thi ciing tiém 4n
nhiéu nguy co mit an toan ddi véi ngudi ding va
an ninh quéc gia...

2. Mot s6 khoé khin trong viéc dam bao an
ninh mang & Viét Nam

V6i s6 lugng nguoi ding ngay cang gia ting
nhanh chéng & Viét Nam ciing nhu sy phat trién
nhanh manh cta cong nghé s6, dat ra mot sd kho
khin ddi véi cong tic dam bao an ninh mang ciia
chiing ta hién nay. Cu thé 1a:

Thir nhat, hé thong chinh sach, phép ludt con
thiéu tinh cu thé.

Pang va Nha nudc ta da c6 nhiéu chu truong,
ban hanh nhiéu chinh sach, phap luat nhu: Luat Giao
dich dién ttr, 51/2005/QH11, ngay 29/11/2005; Luat
Cong ngh¢ thong tin 67/2006/QHI11, ngay
12/07/2006; Nghi dinh 26/2007/ND-CP ngay
15/02/2007, quy dinh chi tiét viéc thuc hién cac Luat
Giao dich dién tir chit ky s6 va dich vu chimg thuc
chit ky sd; Nghi dinh s6 27/2007/ND-CP ngay
02/02/2007 vé Giao dich dién tir trong hoat dong
Tai chinh; Nghi dinh sb 90/2008/ND-CP ngay

13/8/2008 vé Chéng thu rac; Luat An ninh mang;
Luat Bao v¢ bi mat nha nuée] va nhiéu van ban
huéng dan thi hanh khac. Tuy nhién, nhin chung
tinh cu thé va viéc thuc thi cac vin ban van con
nhiéu bét cap, chua sat véi thuc té, chua mang lai
hiéu qué cao. Hé thong vin ban quy pham phéap luat
hién hanh ¢ nudc ta chua quy dinh cu thé hinh thirc,
bién phap thu thap chimg cir tir nguon dir lié, gy
nhiéu khé khan cho viée cung c6 ching ctr, khong
du can cur chung minh hanh vi st dung khong gian
mang dé pham t6i cua dbi twong dé xir Iy theo quy
dinh cta phép luat. Mot s van ban hudng dan thuce
hién chdm dugc ban hanh dé thong nhat thyc hién,
nhu: hudng dan vé (noi xay ra tdi pham( [noi phat
hién toi pham 1dé xéac dinh thAm quyén diéu tra dbi
vé6i cac vu an, vu viec ma dbi tuong pham t0i chiém
doat tién cta bi hai thong qua dich vu chuyén tién
nhanh E-banking, vi dién tr... Hanh lang phép 1y
quy dinh vé giao dich tién [do[] tién k¥ thuat s6 con
cham ban hanh, tao k& ho cho cac dbi tuong loi dung
dé truc loi. Cac quy dinh vé dich vu mang Internet,
mang vién thong, dich vu ngan hang tao thuan loi
cho nhén dan ding ky, str dung, phat trién kinh té -
x4 hoi cia dat nude nhung ciing 1a didu kién dé cac
ddi tuong loi dung lira dao chiém doat tai va tim moi
k& hé nham d6i phé véi su phat hién, dau tranh ciia
co quan chtrc ning. Ngoai ra, ché tai xtr phat mot sb
hanh vi chua cao, chua du strc ran del

Su thay ddi, phat trién vé cong nghé nhanh
chéng theo timg ngay trong khi nhiéu quy dinh phéap
lut trén mot sd linh vuc ¢6 lién quan con chua dﬁy
du, thiéu dong bo, chua phu hop véi thuc tién, chua
duoc stra ddi, bo sung kip thoi. Cong tac quan 1y
nha nude trong mot s6 linh vure con ton tai nhiéu ké
hé, thiéu sot. Sy phdi hop giita cac co quan, ban,
nganh, cac cap, cac to chic xa hoi con chua dong
b9, chat ché, chua mang lai hiéu qua.

Thir hai, nhdn thirc vé an ninh mang, an toan
théng tin con nhiéu han ché.,

Nhin thtrc ciia con ngudi vé an ninh mang ciing
14 mot trong nhig yéu t& quan trong tac dong dén
quan tri an ninh mang, theo SasseandFlechais
(2005) cac yéu té nay bao gdm: gip su cb do sir
dung cong cu bao mat khong chinh xac; khong hiéu
tAm quan trong ctia dir liéu, phan mém va hé thong
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ddi vai t6 chirc ctia ho; khong tin rang tai san ¢ thé
gip nguy co (tirc 1a ho s& bi tin cong); hodc khong
hiéu rang hanh vi ctia minh s& khién hé thng gip
i ro®. Va do vay viéc dam bao an ninh mang
khong don thuan chi quan tim vé mét cong nghé ma
nang cao nhan thirc cta cac ca nhan véi vn dé nay
rét quan trong®.

Trong thuc té, nhan thuc cua nguoi dan Viét
Nam vé an ninh mang ciing 1a mdt trong nhimg van
dé 16n nhét. Theo canh bao khan cép tir Trung tm
{mg ctru sy ¢d may tinh Viét Nam (VNCERT) ngay
27/12/2017, khoang 1,4 ty tai khoan email va mat
khéu d bi 16 trén toan thé gidi va 437.664 tai khoan
la cua Viét Nam, trong d6 c¢6 930 tai khoan thudc
nguoi lam viée nha nudc®. ESET (2015) cling chi
ra van dé nay trong B4o c4o an ninh mang Viét Nam
2015 va nhan manh nguoi ding Viét Nam nhan thuc
vé& an ninh mang con thip va chua ¢ bién phép
phong ngira thich hop. Chua dén 30% sd ngudi
dugc hdi nhan ra nhitng i ro nghiém trong tir cac
mdi de doa phd bién nhu img dung khong an toan,
thu rac va quang céo biéu ngit, va hon 40% trong
tong s ngudi duoc hoi co quan niém sai 1am vé cac
van d& an ninh mang phd bién, dic biét 1a (1) két ndi
v6i Wifi cong cong mién phi dugc coi 1a an toan,
(2) tin rang may tinh dé& bi tn cong hon thiét bi di
dong va (3) sir dung thong tin ca nhan d& nhé dé tao
mat khau. Piéu nay dan dén nhiéu hanh vi nguy
hiém trén mang va khién mot bod phén 16n nguoi
dung Viét Nam trd thanh muyc tiéu dé dang cho cac
cudc tan cong mang va tdi pham mang”.

Khong chi cac ca nhan ngudi Viét Nam nhan
thirc chua d?ly da vé an ninh mang, ma nhiéu doanh
nghiép, co quan, t6 chiic cling chwa chi trong dén
van dé an ninh mang, an toan thong tin (ATTT). C6
khoang 81% cac doanh nghiép khong biét hoic
khong co quy trinh xir Iy su ¢ va viée xay dung hé
thong ATTT theo chuan quéc té hodc Viét Nam con
van rat xa la d6i voi doanh nghiép Viét. Hau hét cac
doanh nghiép khong biét don vi minh da c6 chimg
chi theo chuan qudc t& ISO 27001 hay chuén Viét
Nam TCVN 11930:2017® hay chua. Hién nay hau
hét cac co quan nha nude con rat lng ting néu bi
tin cong, chi c6 khoang gan 10% cac co quan c6
giam sat ATTT mang, 50% khong cé bd phéan

chuyén trach vé ATTT®),

Thit ba, van dé dam bao an toan théng tin chia
diege coi trong diing mike, thiéu s dau tw vé trang
thiét bi ciing nhw nguon nhén lyc.

Theo két qua khao sat cia Hiép hoi An toan thong
tin Viét Nam (VNISA) nam 2018 thi mét trong
nhitng diém yéu ctia viéc dam bao an toan thong tin
mang ctia Viét Nam do 1a Chinh séch dau tu va chi
phi cho an ninh mang9. Thyc t& hién nay ciing cho
thay, hau hét céc co quan, doanh nghiép déu sir dung
thiét bi thong minh ma chua c¢6 cac bién phap dam
bao an toan thong tin, nhu sir dung phan mém sao
chép, khong c6 ban quyén. Viée sir dung phin mém
khéng chinh théng s& dan dén nguy co mét dit liéu,
thong tin ca nhan. Cac co quan nha nudc udn bi tin
tdc coi 12 muc tiéu tan cong APT, DOS/DDOSI ]
nham chiém céc tai liéu, dir lidu quan trong. Mat
khac, cac co quan, t6 chure chua cha trong dau tu
ngudn kinh phi cho hoat dong dam bao an ninh
mang. Theo béo cdo ciia nhidu dia phuong va to chic
thi viéc dau tu cho an toan thong tin chua dugc cha
trong ca vé k¥ thuat va nhan luc cao cho hoat dong
dam bao an ninh mang. Vi duy, theo bao cido B cong
an (2022) thi ngan sach dau tu cia Nha nudc cho
nganh cong nghiép an ninh con han hep dan t6i quy
mo nghién ctru nhé 1¢ thiéu dong bo va dan toi ty 16
cung tmg san pham cong nghiép an ninh thap'V.

Thir tw, ky thudt va thu doan tin tdc ngay cang
tinh vi.

Hoat dong tin cong khong gian mang rat da
dang va tinh vi nhu: 1am mat két ndi Internet, danh
sap cac website cua chinh phu, co quan, don vi, nha
trudng, doanh nghiép; gia mao cac website nhim
ltra dao; dot nhap vao may tinh ca nhan hodc ay tai
khoan va mat khau; dnh cap dit liéu c4 nhan (hinh
anh, file, video); tan cong bang ma ddc; tin cong 4n
danh bang nhitng phan mém doc hai (phan mém
diét virus, cac trinh duyét); tn cong qua usb, dia
CD, dia chi IP, server,[] D3 c6 nhiéu cudc tin cong
mang dién ra trén pham vi toan thé giéi gdy nhiing
thiét hai to 16n vé kinh té - xd hoi. Véi toe do phat
trién nhanh chéng cua cong nghé, cac thit doan tin
cong phtic tap, ké hoach va cach thirc thyc hién tinh
vi nham lan tranh khoi su phat hién cta cac hé thong
bao mat, phat hién nhu tin cong sir dung 16 hong
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zero-day, tan cong k¥ nghé xa hoi, tAn cong phat tan
ma doc, tAn cong c6 chi dich (APT)... Khi phat hién
ra su tin cong thi da c6 nhiing thiét hai nhit dinh
trén toan hé théng. Ngoai tin cong mang, cac hiém
hoa tan cong tr chinh trong mang ndi by, mang
LAN ctia co quan, to chirc cling 1a mot trong nhimg
mdi de doa tiém tang, thub’ng truc gy ra nhiing hau
qua nghiém trong, néu nhu khong ¢ bién phap
phong chdng. Tom lai, cic cude tan cong nay rat
kho bi phat hién theo cac cach thic va k¥ thuat
thong thuong.

Vi su pho bién ctia 5G va Internet két ndi van
vat, cac dbi tugng co thé kiém soat hang tri¢u thiét
bi, camera an ninh[ tao ra cac mang maiy tinh ma
dé tn cong c6 chu dich, gay gian doan dén toan bo
hé thong mang Internet cia mot quoc gia. Ngoaira,
chiing ciing ¢6 thé tao nén nhimg video gia mao
khuon mit hoic tai tao giong ndi ciia ngudi dung dé
vuot qua hang rao bao vé sinh trac hoc, danh ce“ip tai
khodn ngan hang, thuc hi¢én thanh toan trai phép.
DAy s 1a nhimg thach thic to 16n déi v6i van dé an
ninh mang trong ky nguyén sb.

3. Mt s6 giai phap dam bao an toan, an ninh
mang tai Viét Nam

Nhiing yéu t6 gy mét an toan, an ninh mang déu
gy anh huong nghiém trong ti hoat dong cua co
quan don vi, thdm chi Ia an ninh quéc gia. Do do,
dam bao an ninh mang la nhiém vu quan trong va
cén thiét d6i v6i moi ¢ nhan va 0 chirc, dé lam duoc
diéu do can tap trung vao mot sb giai phap sau day

M6t la, tiép tuc xdy dung va hoan thién hé thong
chinh sach phap ludt vé an toan, an ninh mang.

Thuong xuyén phé bién, quan tri¢t chu truong,
dudng 16i cia Pang, chinh sach, phap luét ciia Nha
nudc vé an toan, an ninh mang, coi day 1a nhiém vy
quan trong cua ca hé théng chinh tri. Can tiép tuc
bd sung va kién toan céc quy dinh vé quan 1y an toan
thong tin, an ninh mang dam bao méi truong phap
1y o rang, minh bach, cong khai, binh dfmg. Mat
khéc, khi xay dung co ché chinh sach an ninh mang
can chu ¥ dén dic thi ciia timg nganh nghé linh vie
cu thé. Bén canh d6 can xay dung ché tai xir Iy cac
hanh vi vi pham an ninh mang mét cach chat ché,
du stre rian de dbi voi timg hanh vi cu thé.

Can xay dung co ché, chinh sach khuyén khich

thic dﬁy cac doanh nghi¢p tai Vi¢t Nam trong vi€c
nghién ctru va cung tmg dich vu an ninh mang. Nén
giao trach nhiém chinh cho mét don vi hoac co quan
chuyén trach chinh vé vin d& an toan, an ninh mang,
tranh chong chéo nhiém vy giita cac co quan hoic
nhiéu co quan ciing dam nhiém van dé nay dan t6i kho
khin trong viéc phbi hop, quy trach nhiém quan Iy.

Hai la, ndng cao nhdn thirc cua nguoi dan, cac
dom vi, t6 chirc vé van dé an toan, an ninh mang.

Nang cao nhén thirc, trach nhiém ctia cac cap ty
dang, chinh quyén, Mit tran T quéc, cac t6 chue
chinh tri - xa hdi, nguoi dan, doanh nghiép trong
cong tac bao dam an toan, an ninh mang. Nguoi
dimg dau cap uy truc tiép lanh dao, chi dao va chiu
trach nhiém vé cong tac an toan, an ninh mang, chu
dong ra soat, xac dinh ro nhiing vén dé trong tam,
trong diém dé chi dao thuc hién hiéu qua.

Tang cudng tuyén truyén, phd bién cac quy dinh
ctia phap luat vé dam bao an toan thong tin va Ludt
An ninh mang nham béo vé nguoi ding hop phap
trén khong gian mang, dong thoi cling can tuyén
truyén vé nhiing hanh vi bi cAm trong Ludt An ninh
mang, cac quy dinh h1nh thirc xu phat. Mat khac, cac
hinh thtec tuyén truyén ciing cin da dang hoa, phong
pht va linh hoat gitra cic co quan, dia phuong, doanh
nghiép nhur n6i chuyén chuyén d&, cudc thi tim hiéu,
gop y xay dung luat [1 Tham chi, cac co s& gido duc
nén sém dua ndi dung gido duc bao dam an toan, an
ninh khong gian mang qudc gia vao chuong trinh
day hoc phit hop véi nganh hoc, cap hoc.

Tang cudng tap huan, bdi dudng nang cao ¥ thirc
va k¥ nang dam bdo an toan thong tin cho c4 nhén,
co quan, t6 chirc giup ho co kién thirc dé nhan dién
cac thong tin xdu doc, cach phong tranh, cach béo
v¢ thong tin canhan[ | qua do6 gitp nang cao y thirc
chinh tri, trach nhiém, nghia vy cong dan dbi véi
nhiém vu bao vé khong gian mang qudc gia.

Phat huy sy tham gia c6 hiéu qua cua quan
chiing nhan dan trong cong tac bao dam an toan, an
ninh mang va chu dong ting pho véi cac nguy co,
thach thuc tir khong gian mang.

Ba la, tang cuong ap dung cac bién phdp ky thudt
trong quan Iy khéng gian mang dong thoi ddy manh
va phat trién nganh cong nghiép an ninh mang.

C6 thé thay, tin tic va thi doan tin cong ngay
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cang tinh vi kho luong do vay chiing ta can chu
dong va dau tu sir dung céc k¥ thuat nham phat hién,
loc, ngan chin hoat dong phat tan phan mém doc
hai, tin gia, thong tin vi pham phap lut xuat phat tir
Internet thudc pham vi quan ly.

Trién khai hé thong giam sat, didu hanh an toan,
an ninh thong tin mang tap trung nham ty dong, thu
thap, phan tich, canh bao kha nang mAt an toan, an
ninh théng tin mang trén ha tang k¥ thuat, img dung
ctia to chuc, co quan, don vi. B tri du nhan luc
chuyén trach, chiu trach nhiém vé an toan, an ninh
mang trong cac co quan, don vi; dau tu nguén Iuc
dé xay dung hé thong k¥ thuat, cong cu va trién khai
cac hoat dong bao dam an toan, an ninh mang va
trong hoat dong ctia cac co quan, don vi.

Phat trién va dinh hinh nén cong nghiép an ninh
mang va an toan thong tin nham ty chii vé cong
nghé va trang thiét bi, khong dé bi 18 thudc vao nude
ngoai. Can c6 16 trinh phat trién cac doanh nghiép
cong nghé thong tin va an ninh mang, trong do, lua
chon céc linh vuc ma Viét Nam c6 thé manh dé vu
tién phat trién. Dé lam dugc didu d6, Pang va Nha
nude can c¢6 chinh sach va co ché hd tro, khuyén
khich phat trién cong nghiép an ninh mang; Hoan
thién cac chinh sach nham khuyén khich, huy dong
moi nguén luc xa hoi trong nghién ctru khoa hoc,
phét trién va img dung cong nghé thong tin va an
ninh mang; Tang cudng hop tac, trao ddi nghién ciru
v6i cac don vi manh trong va ngoai nude nham huy
duoc hét tiém nang, ndi luc, khai thac cac loi thé,
cac thanh tuu cia thé giéi dé phat trién va tién i
1am chii cac cong nghé tién tién; Tang cudng nghién
ctru, phat trién, str dung cac phan mém, dich vu
thong tin riéng ctia Viét Nam, dap Gmg yéu cau béo
mat thong tin, sy an toan cua bi mat nha nudc, giam
sét an ninh mang; T4p trung phat trién ngudn nhan
luc cao théng qua dao tao, bodi dudng can bo, tao
mdi truong hoc tap, tao diéu kién dé ho c6 co hoi
hoc tap va phat trién nang Iyc.

C6 thé thay, cac mbi de doa trén khong gian
mang ngay cang phtrc tap hon va anh hudng nhidu
hon dén hiéu qua hoat dong cua ca qudc gia. O cac
nudc dang phat trién, cing v6i su bung nd ciia cac
loai hinh kinh doanh trén nén ting khong gian mang,
nguy co con nghiém trong hon rat nhiéu. Do vy,

d6i voi Viét Nam can co sy vao cudc, chung tay ciia
ca hé thong chinh tri, bén canh d6 can c6 cach thirc,
phuong phap trién khai mot cach chién luogc, dong
bd trong viéc ddm bao an toan, an ninh mang mot
cach toan dién trén cac phuong dién vé co ché, chinh
sach, con nguoi, cong nghél ] /.
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