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Giai phap chiu déng phong ngiia, ting pho
cac nguy co anh ninh phi truyén théng, trong tam
dam bao an ninh mang, an ninh théng tin
trong boi canh thé gidi dai chuyén doi duéi tac dong
clia cudc Cach mang cong nghiép 1an thi tu
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Nhén ngay 7 thang 11 nam 2022; chép nhan ding thang 12 nam 2022.

Tom tat Trong boi canh z‘he gzoz dai chuyén dong dwdi anh hu"ong cua cuoc Cach mang cong nghzep 4.0,
cde van dé an ninh phi truyén thong da tré thanh nhu’ng yéu t6 bat on, anh hu"ong dén an ninh quoc gia, dong
thoi, dat ra nhitng théch thire méi doi véi hoa binh, on dinh khu vuee va quoc té. Theo thong ké ciia Lién hop
quoc, an ninh phi truyén thong dang doi mdt véi hang chuc moi de doa. Trong d6, ¢é nhitng vén dé can dwoc
ddc biét quan tam nhie khiing bo, ma tuy, tin tac, tham hoa moi truong, dich bénh, mua ban nguoi, di cu trai
phep, dac bi¢t la vi pham chu quyen khong gian mang, an ninh khong gian mang, t0i pham cong nghé cao..
can co cdc giai phap hu’u hleu de chit déng phong ngira, vmg pho. Trén tinh than do, cdc gidi phap duwoc tdc
gid nhan manh bao gom vé nguon nhan lue, vt luc, chinh Sach dac biét la giai phap cong nghé.

Tir khéa: cudc cich mang cong nghiép 4.0; an ninh phi truyén thong; khong gian mang; an ninh mang.

Abstract: In the context of a fast-moving world under the influence of the 4.0 industrial revolution, non-tra-
ditional security issues have become destabilizing factors affecting national security, and also pose new chal-
lenges to regional and international peace and stability. United Nation statistics show non-traditional security
is facing dozens of threats. In particular, therve are issues that need special attention and effective solutions to
proactively prevent and respond such as terrorism, drugs, hackers, environmental disasters, epidemics, human
trafficking, illegal migration, especially violations of cyber sovereignty, cyber security, high-tech crime, etc.
In this article, the solutions emphasized by the author include human resources, material resources, policies,
especially technological solutions.

Keywords: industrial revolution 4.0; Non-traditional security,; cyberspace; network security.

1. Tac dfng ciia cugc Cach mang cong nghiép
1an thir tu

Lich sur loai nguoi da va dang trai qua cac cudc
cach mang cong nghiép (CMCN): CMCN lan thir
nhit vao nam 1784, khoi nguén tr nude Scotland,
dic trung 1a co khi héa véi méay chay bang thity luc
va phat minh ra dong co hoi nudce (phat minh nay
ctia James Watt cong bd nam 1775) - Ky nguyén san
xuat co khi. Loai ngudi chuyén tir vin minh nong
nghiép sang vin minh cong nghiép. CMCN lan thir

hai: tir nam 1871 - 1914 dic trung la dong co di¢n,
van tai, hoa hoc, san xuit thép va san Xuét trén co s¢
dién co khi va sang giai doan ty dong hoa va khaoi
ngudn tir My. CMCN lan thi ba: tir nam 1969, voi
su ra doi cua cong ngh¢ thong tin (CNTT), st dung
dién tr va CNTT dé tu dong hoa san xudt, duoc xuc
tac boi chat ban dan, siéu may tinh, laptop (1970 va
1980), Internet (thap nién 1990), trung tam va khoi
ngudn tir My. Cudc Cach mang cong nghiép lan thi
tu (The Fourth Industrial Revolution - FIR) bat diu
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tir dy 4n trong chién lwoc CNC cua chinh pha Prc,
thuat nglr dugc st dung 1an dAu vao nam 2011 tai
Hoi chg Hannover; chinh thirc nhan dién khai niém,
noi ham tai Dién dan Kinh té Thé gi¢i (WEF) lan
thir 46, ngay 20.01.2016.

Cudc Cach mang cong nghiép lan tht tu duoc
nhan dién ¢ nhitng dac diém, dic trung sau:

Su dot pha cta khoa hoc cong nghé dua trén nén
tang cong nghé so tich hop cong nghé “théng minh”
dé t6i uu hoa quy trinh, phuong thire san xuét. Diém
“don bay” 1a: Al (trf tué nhén tao); cong nghé (CN)
in 3D, CN sinh hoc, CN vt liéu méi, CN tuy dong
hoa, Robot, cong ngh¢ két ndi van vat (IoT) va In-
ternet cac dich vu (IoS). Pac trung cua CM 4.0 la
cac hé thong san xuat thuc-ao (Cyber-Physical Sys-
tems-CPS), lan dau tién duge TS Jame Truchat,
Giam ddc diéu hanh ciia National Instrument dua ra
vao nam 2006, trong do, thiét bi thong minh lam vigc
voi nhau qua mang khong day hodc qua “dam may””.

Quy mo toe d6 phat trién chura timg c6 trong lich
str, toc do phat trién cép s6 nhan, tic dong to lon vé
kinh t& va méi truong sinh thai. Tiéu chi tbe d6 lan
truyén cua cong nghé duoc st dung dat ngudng 50
triéu nguoi (dién thoai 75 nam, radio can 38 nam, tivi
can 13 nam, Internet chi can 4 niam, Facebook can
3,5 nam). V& kinh té tac dong dén tiéu ding, san xudt,
ning xuat va gia ca. Ban do kinh té thé gidi, ban db
stic manh cua cac doanh nghiép ciing dang dugc vé
lai. Vi du: cong ngh¢ in 3D tri gia 3,1 ty USD/nam
tang 35% so voi nam 2012; tang trung binh 32% dat
21 ty USD vao nam 2020.

Téc dong ciia cong nghé mai néi cia CMCN 4.0
dén cac mat cia doi séng xa hoi. Cong nghé s6 IoT
(két ndi van vat) théng qua hé thong cic cong nghé
két ndi va cac nén tang khac nhau. La mot phan tich
hop ciia Internet twong lai bao gdm cac phat trién
cua Internet va mang hién tai va tién hoa véi co s&
ha ting mang dong toan cau duya trén giao thic lién
két va tuong tac “van vat” hitu hinh va ao sir dung
cac giao di¢én thong minh Smart dugc tich hop vao
mang théng tin mot cach thong sudt. Vién canh IoT:
(1) IoE : Internet nang lugng; (ii) loS : Internet dich
vu; (iii) IoM: Internet Truyén thong; (iv) IoP: Internet
con ngudi, (v) Io : Internet van vét. IoT sé thay doi
ca phuong thuc hoat dong cua mét nén kinh té tao

md hinh kinh doanh méi . IoT s& thay ddi ca phuong
thurc hoat dong ctia mot nén kinh té tao mé hinh san
xuat - kinh doanh méi. Céc siéu két ndi thong qua
IoT va dién toan dam may s€ cho phep truyen thong
tin va g1a0 tiép phd quat toan cau va gan nhu tc
thoi, xuat hién nhiing cach thirc cung cap hang hoa
dich vu trude day 1a didu khong tuong.

Tri tu¢ nhan tao Al (Artificial Intelligence): La
hé thong may tinh thé hién hanh vi doi hoi tri thong
minh (Smart). Phan loai: (i) Hé thong ¢6 tu duy nhu
con nguoi (mang ludi than kinh va kién trac nhan
thuee); (i) Hé théng hanh dong nhu con nguoi (suy
luan ty dong); (iii) Hé théng tu duy hop 1y (suy luan,
t6i uu hoa); (iv) Hé thong hanh dong hop 1y (phan
mém théng minh, Robot dat muc tiéu thong qua
nhan thirc xay dung ké hoach; giao tiép, quyét dinh
va hanh dong). Thiét bi 4 rong khap: (i) cam bién moi
noi, (ii) két ndi moi noi; (iii) dir liéu moi noi, (iv)
dich vu moi noi

2. An ninh phi truyén thong: dic diém va
nhitng nguy co thach thire

- Quan niém an ninh phi truyén thong

An ninh phi truyén théng (ANPTT) 1a khéi niém
twrong dbi méi trong khoa hoc nghién ctru vé linh
vuc an ninh. GS Mely Caballero Anthony, Tong Thur
ky Lién minh cac co s¢ nghién ctru vé ANPTT &
chiau A (NTS-Asia) cho ring, theo nghia rong,
ANPTT “d& cép dén sy chuyén hudng khoi trong
tdm quan sy, nha nudc cua cac md hinh an ninh
truyén thong.” NTS-Asia dinh nghia: “Céc van dé
an ninh phi truyén thong 1a cac thach thirc di voi su
ton vong va thinh vuong ctia con ngu’m va cac nha
nudc, xudt hién cha yeu trong cac nguon ph1 quan
su, chang han nhu bién d6i khi hau, ngudn tai
nguyén can kiét, bénh truyén nhiém, thién tai, di cu
trai phép, tinh trang thiéu lvong thyc, dua ngudi di
cu trai phép, budn ban ma tay trai phap luat va toi
pham xuyén qudc gia. Nhitng méi nguy hiém nay
thudng xuyén qudc gia vé pham vi, bat chap cac bién
phép khic phuc don phuong va doi hoi sy tmg pho
toan dién - chinh tri, kinh té, xa hoi, cling nhu st
dung luc lugng quan sy nhan dao”.

Tai Hoi nghi Thuong dinh lan thir 6 giira cac
nude thude Hiép hoi cac qudc gia Dong Nam A
(ASEAN) va Trung Qudc ngay 01.11.2002, cum tir
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“an ninh phi truyén thong” chinh thtrc xuét hién
trong “Tuyén b6 chung ASEAN - Trung Qudc vé
hop téc trén linh vyc an ninh phi truyén thong” va
thong nhét trong nhan thirc rang: “cac vin dé an ninh
phi truyén théng nhu buén ban ma tiy bat hop phap,
mua ban nguoi bao gdm mua ban phy nit va tré em,
cudp bién, khung bd, budn 14u vii khi, rira tién, toi
pham kinh té qudc té va t6i pham mang, da tro thanh
nhiing yéu t6 bat 6n quan trong, anh huong dén an
ninh khu vuc, quéc t& va dang dat ra nhiing thach
thitc méi d6i voi hoa binh, 6n dinh ctia khu vire va
qudc t&”.

Trong tirng linh vuc cu thé, gitra cac van d an
ninh truyén théng va an ninh phi truyén thong c6 su
tac dong, dan xen 1an nhau. Tuy nhién, can nhan thirc
16 vé sy khac nhau trén mot sé phuong dién chinh
gitra an ninh truyén théng va an ninh phi truyén
théng nhu sau: An ninh truyén théng nhin manh dén
bao dam an ninh qudc gia bang sir dung bién phép
quan su la chu yéu, cac bién phap chinh tri, ngoai
giao chi mang tinh chét hd trg; thi bién phap dam
bao an ninh phi truyén théng da dang hon va cha yéu
mang tinh chat phi quan su, voi hop tac, phdi hop
hanh dong; thuc day phat trién kinh té, tién bo va
cong bang xa hoi, thyc hién an sinh xa hoi...

Anninh truyen thong lay chu quyen qudc gia 1am
trung tam, nhan manh dén cac mdi de doa c6 nguon
gdc tir bén ngoai; An ninh phi truyén thong lay con
nguoi lam trung tam, nhan manh dén viéc bao dam
cho mdi ca nhan trong cong dong duoc hudng cac
quyén co ban va diéu kién thudn loi dé phat trién
nang luc cua minh. Vi vay, nguy co An ninh phi
truyén théng c6 thé dén tir ca bén ngoai 1an bén
trong, trong d6 nhin manh nhitng mdi de doa tir bén
trong mdi quéc gia.

An ninh phi truyén thong 1 sy mé rong trong ndi
ham va ngoai dién cta khai niém An ninh truyén
thong va khai niém an ninh qudc gia, an ninh truyén
thong. Thyc té nhimg van dé an ninh phi truyén
thong da dién bién hodc phat sinh tir lau nhung hién
nay lai c6 nhiing dac diém méi va duoc coi la mot
loai uy hiép an ninh m&i nhu chii nghia khing b, di
dan phi phép, thiéu hut tai nguyén nudc, méi truong
sinh thai, buén 14u ma tay... dang toan cdu hoa, mang
ludi hoda véi phuong thire, thi doan hoat dong, hau

qua c6 nhiéu khac biét so véi trudc day.

An ninh phi truyén thong va an ninh truyén théng
trong mot diéu kién nhét dinh c6 thé chuyén héa 1an
nhau, dién hinh nhu cic van dé dan tdc thiéu sd,
xung dot ton gido, khing hoang kinh té... trong noi
b6 mot nude cb thé vuot qua bién gidi quic gia va
lan téa ra bén ngoai, tré' thanh van dé xuyén qudc
gia, mang tinh toan cau, anh huong dén sy 6n dinh
va an ninh ctia nudc khac, khu vuce khac... Ngoai ra,
an ninh phi truyén théng va an ninh truyén théng
cung tac dong, anh huong dén viéc xay dung chién
lugc va chinh séch an ninh ciia mdi quoc gia nham
ung pho v6i nhitg uy hiép va thach thirc ma an ninh
truyén thong va an ninh phi truyén thong cau thanh.

- Bic diém ciia an ninh phi truyén thong

An ninh phi truyén thong c6 mot s6 dic diém: (i)
An ninh phi truyén thong mang tinh xuyén qudc gia
15 nét. (i) An ninh phi truyén thong mang tinh phi
chinh phu, (iii) An ninh phi truyén thong ¢6 su chong
14n twong ddi giita thach thirc an ninh truyén thong
va an ninh phi truyén théng; (iv) An ninh phi truyén
thong mang tinh toan cau; (v) An ninh phi truyén
théng ¢6 tinh chét bao luc va tinh chat phi bao luc.
Tinh chat bao luc trong ANPTT c6 dic trung phi
quan sy nhu chi nghia khing bo buon 1au ma tay,
t0i pham c6 6 chu'c xuyen quéc gia..tinh chét phi
bao luc nhu cac van d& 6 nhiém moi truong, sinh
thai x4u di, khing hoang tai chinh - tién t&, bénh dich
hoanh hanh, Iii lut, thién tai, can kit tai nguyén...

- Cac mbi de doa ciia an ninh phi truyén thong

Theo quan diém cua Lién hop qudc, An ninh phi
truyén thong gdm 10 mbi de doa: (1) khing bd, (2)
ma thy, (3) hai tic, (4) rira tién, (6) tin tic, (7) tham
hoa moi truong, (8) dich bénh, (9) mua ban nguoi,
(9) di cu trai phép va (10) cuc doan dan toc, ton
gid0). Sau d6 dugc sir dung rong rii, phd bién trén
nhiéu dién dan qudc té thao luén vé cac van dé chinh
tri, an ninh, quéc phong, kinh té, x3 hoi; trong chién
luge qudc phong, an ninh cta nhiéu qudc gia - dan
toc, ciing nhu trong hop tac an ninh ciia nhiéu khu
vire va thé gioi.

Du bao nguy co rti ro hang dau de doa trong thoi
gian tdi la: (1) Cac su kién thoi tiét cuc doan (vidu
nhu 1 lut, bio, v.v.); (2) Thét bai cua giam thiéu va
thich img véi bién ddi khi hau, nudc bién dang; (3)
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Tham hoa thién nhién 16n (vi du nhu dong dat, song
than, phun trao nui lira, bdo dia tir); (4) Mt da dang
sinh hoc 16n va sup d6 hé sinh thai; (5) Thiét hai va
tham hoa moi truong sinh thai do con nguoi gay ra;
(6) That bai ctia giam thiéu va thich img véi bién doi
khi hau; (7) Vi khi huy diét hang loat; (8) Cac su kién
thoi tiét cuc doan (vi du nhu I lut, bao, v.v.); (9)
khing hoang tai nguyén nudc, nang lugng; (10) An
ninh con ngudi (lién quan dén nhan quyén) do su phat
trién ciia AI (Artificial Intelligence) Tri tué nhan tao.

Tinh chat nguy hiém ctia cac mdi de doa an ninh
phi truyén thong khong chi biéu hién ¢ muc do huy
hoai, su tan pha ctia n6 dbi véi cude séng cua con
nguoi, ma con dat ra nhiéu thach thirc d6i véi su 6n
dinh x4 hi, sy ton vong cla ca cong déng, hi¢u qua
thuc té cua hop tac va hoi nhap toan cau; tham chi
con 1am nay sinh céc vin d& vé an ninh quén su. Cac
tham hoa thién nhién, dong dat, song than, bio lut,
dich bénh, can ki¢t tai nguyén thién nhién... ngay
cang thach thiic cac thanh tyu ctia khoa hoc, ky thuat
hién dai va kha ning, nd luc ciia con nguoi. Khiing
b6, toi pham xuyén qudc gia, toi pham cong nghé
cao, nhiing vén d@ tai chinh, an ninh nang lugng, an
ninh 1u0ng thuc... dang thur thach nghiét ngﬁ nang
luc diéu hanh ctia cac chinh phu su Vu’ng chic cua
cac thé ché chinh tri va cac nén kinh té, ké ca nén
kinh t& giau manh nhat, ciing nhu tinh kha thi, bén
vimng cta céc lién két quic té.

No6i ham ciia van dé¢ ANPTT mang tinh chat
“dong” va cling voi thoi gian, c6 thé tiép tuc dugce
mo rong hon, khong phai ngau nhién ma cach dit
van d& vé an ninh phi truyén thong ciia cac quéc gia,
khu vuc va cong dong c6 nhimg diém khac nhau
nhét dinh. Viéc xac dinh nhitng vin d& cu thé nao d6
trong ndi ham ciia vin dé an ninh phi truyén thong
chi mang y nghia tuong ddi, nham phuc vu cho viéc
hoach dinh, xay dung chinh sach, chién lugc an ninh
cia dit nudc va nhimg cam két an ninh song
phuong, da phuong trong hop tac, lién két quéc té,
mit khac 1a dé so sanh su khac biét voi van dé an
ninh truyén thong cua timg qudc gia cling nhu timg
khu vuc va trén toan thé gioi.

3. Nhén thite vé chii quyén khong gian mang,
an ninh mang

Khai niém vé chi quyén xut hién tir nam 1648

khi hé thong Westphalia ra doi, theo d6 cho rang, cac
nha nude co chit quyén dbi voi cac lanh thd va vin
dé ndi bo cua quéc gia minh ma cac quéc gia khéc
khong c6 quyén can thlep Nguyen tic chi quyén
gan chat voi luat phap quoc té va co lién quan toi sy
binh dang, do d6, mdi quic gia binh dang véi nhau
theo luat phap qudc t& va khong c6 quyén ap dat 1én
bat ky qudc gia nio.

V& quan niém an ninh mang, khong gian mang,
Luat an ninh mang nam 2019 quy dinh tai Diéu 2
nhu sau:

(1) An ninh mang la sy bao dam hoat déng trén
khong gian mang khong gay phuong hai dén an ninh
quoc gia, trat tu, an toan xa hdi, quyen va loi ich hop
phép ctia co quan, t6 chirc, c4 nhan.

(2) Bao v¢€ an ninh mang 1a phong ngtra, phat hién,
ngan chan, xur Iy hanh vi xdm pham an ninh mang.

(3) Khong gian mang 1a mang luéi két ndi ciia
co s& ha ting cong nghé thong tin, bao gdm mang
vién thong, mang Internet, mang may tinh, hé thong
thong tin, hé thong xir Iy va diéu khién thong tin, co
s dit liéu; 1a noi con nguoi thuce hién cac hanh vi xa
hdi khong bi gidi han bdi khong gian va thoi gian.

(4) Khong gian mang qudc gia 1a khong gian
mang do Chinh phu xéc 1ap, quan Iy va kiém soat.

Vé ban chét vat Iy, k¥ thudt, “khéng gian mang”
¢6 céu triic ba 16p: Ha ting truyén dan vat 1y bao
g0m cac thiét bi phan cimg cong nghé thong tin két
nbi mot cach hop ly véi nhau, tao ra cac loai mang;
ha téng dich vu 161 va cac dich vy tao ra céac giao thitc
dé luu trix, xi Iy, trao ddi thong tin, cht yéu bao gom
cac quy dinh chun, hé diéu hanh, cac cong nghé nén
tang nhu cong nghé phan mém, cong nghé mang,
glao dién, phuong thirc glao tlep, glao thuc truyén
dan xtr ly thong tin, diéu khién. .. phan mém tmg
dung véi viée tao cac thu vién va dich vy dung
chung; hé théng tmg dung cong nghé thong tin va
co s6 dit liéu, cac phan mém tng dung dé thong tin
dudi dang s6 duoc tao ra, luu trik, xir ly trao d6i nham
phuc vu nhu cAu cudc séng va tac dong dén nhan
thurc ctia con nguoi.

Vé tinh chat x4 hoi, “khong gian mang” 1a moi
truong xa hdi dac biét ctia con nguoi hoi tu da 06
thanh t6: (1) chinh sach, phép luat; (2) nang lyc cong
nghé; (3) ndi dung thong tin; (4) ngudn nhan Iyc; ()
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co cAu t6 chirc bd may; (6) ¥ thire clia con nguoi trén
khong gian mang, tao ra moi truong xa hdi dac biét
cuia con nguoi.

Trong do, chinh sach, phap luat la nhiing quy
dinh, quy tic tmg xtr diéu chinh hanh vi va cac méi
quan hé giita c4 nhén, t6 chirc, co quan quan 1y nha
nude, cac quoc gia, cac td chirc qudc té khi tham gia
vao khong gian mang. N6 tao hanh lang phéap ly dam
bao cho sy hoat dong an toan va hi€u qua cia khong
gian mang, mé dudng cho cong nghé phat trién.

Nang luc cong nghé 1a cong nghé da dugc tng
dung va kha ning nghién ctru, phat trién céng nghé
mdi cho ha ting cong nghé thong tin, phan mem dich
vu,... cAu thanh nen khong gian mang, bao gdm cac
102_11 cong nghé nén tang nhu cong ngh¢ mang, cong
ngh¢ dién tr, ban dan, vi xu ly, cong nghé phén
mém. .. Bén canh d6, con ¢6 cac quy dinh chuan cong
nghé, cac quy trinh phuong thic giao tiép, giao dién
gitta cac tang kién tric cia mot cong nghé nao do. ..

Tir goc do Iy thuyét, tir nam 1994, mot s6 hoc gia
quéc té da dé cap dén mdi quan hé gitra “khong gian
mang” va “chi quyén qudc gia hay su lién quan
trong viéc ap dung cac ly thuyet trong quan h¢ quoc
té d6i voi Internet. Su phat trién nhanh chong cua
khoa hoc - cong nghé va Internet di kém véi su nbi
1én ctia cac van dé an toan, an ninh thong tin, an ninh
mang, do tham mang, nguy co xung dot, chlen tranh
mang glua cac qubc gia trong quan h¢ qudc té...
Nhiing van dé nay dit ra yéu cau vé quan 1y, bao vé
lanh tho, loi ich qudc gia - dan toc trén khong gian
mang hay con dugc hiéu chung trong thuat ngit “chi
quyén khong gian mang”. C6 nhiéu ¥ kién cho ring,
chii quyén quic gia ton tai trong khong gian mang vi
¢6 sur tn tai cua cac két ciu ha tﬁng thiét yéu dé khéng
gian mang hinh thanh va chu quyén khéng gian mang
¢ thé dugc coi 1a sy ndi dai vé quy tic lanh thd trong
chu quyén.

Tir goc do thuc tién, & cép do toan cau, Tuyén bd
nam 2003 vé cac nguyén tic cua Hoi nghi thugng
dinh thé gidi vé xa hoi thong tin (WSIS) néu rd tham
quyén chinh sach dbi véi cac van dé chinh sach cong
lién quan dén Internet 13 quyén chii quyén ctia cc
qudc gia. Bdo cao cia Nhom chuyén gia chinh phu
Lién hop qudc (UNGGE) ndm 2013 va nam 2015
nhan manh, chi quyén ciia nha nude va cac chuan

muc, luat 1& quc té bat ngudn tir chi quyén ap dung
cho viée nha nude tién hanh cac hoat dong lién quan
dén cong nghé thong tin - truyén thong; nguyén tic
chi1 quyén 13 co s¢ dé ting cuong bao mat trong viée
str dung cong nghé thong tin - truyén théng cia cac
quéc gia.

Vé chu quyén khong gian mang ¢ Viét Nam,
dudi goc do ly luén, tir nam 2014, Bang va Nha nudc
Viét Nam dé c6 nhiéu van ban dé cap dén vén dé
“bao dam chul quyén, an ninh qudc gia” trén co s&
n6i dung vé cac nguy co, bién phap bao dam an toan,
an ninh, bao vé bi mét qudc gia trong khong gian
mang, nhu Van kién Pai hdi XIII cua Bang, Nghi
quyét s6 29-NQ/TW, ngay 25.7.2018, ctia B Chinh
tri khoa XII, “V& Chién lugc bao vé T quéc trén
khong gian mang”; Nghi quyét s6 30-NQ/TW, ngay
25.7.2018, ciia B Chinh tri, “Vé Chién luoc an ninh
mang qudc gia”... C6 thé thiy, cac nghi quyét, chi
thi ctia Pang, cling nhu cac van ban quy pham phap
luat ctia Nha nudc déu thong nhat quan diém chi dao
vé bao dam an toan, an ninh thong tin va bao vé chu
quyén qudc gia trén khong gian mang.

4. Thach thirc an ninh khong gian mang
hién nay

Hién nay, tinh hinh an ninh trén khong gian
mang, to1 pham cong nghé cao trén thé gidi va & Vit
Nam dién bién phirc tap. Vidu an ninh hang khong:
Trong nhiing nam gan day, s6 vu tin cong mang
nhdm vao cac hé théng thong t1n linh vuc hang
khong co xu hudng gia ting ca vé tan sudt, quy mo
va muc do phuc tap. Theo Co quan An toan hang
khong chau Au (EASA), trung binh mdi thang ¢
khoang 1.000 sy ¢ an ninh mang trong linh vuc
hang khong trén toan thé gisi. Theo bao cao két qua
khao sat cia cong ty an ninh mang Immuniweb nam
2020, c6 dén 97% trong s6 100 sin bay hang dau thé
gi6i chua dat yéu cau kiém tra vé an ninh mang, ton
tai nhitng diém yéu bao mat co thé bi khai thac va
tan cong mang. Ttr ndm 2019 dén 2020, ) vu tn
cong mang nham vao cac hing hang khong ting
530%, trong do chi tinh riéng nam 2020 xay ra 755
vu tin cong mang vao cac hing hang khong, 150 vu
nhim vao cac cang hang khong; chii yéu nham danh
cép thong tin ca nhén, tin dung dé lira déo, téng tién,
chiém doat tai san. Dién hinh nhu:

LY LUAN CHINH TR VA TRUYEN THONG - S&'12/2022 31



NGHIEN cUU - TRAO POI

(1) Thang 01.2016, nhém tin tac “Babylon APT”
dang quang cao trén thi truong cho den tryc tuyén,
rao ban thong tin vé cac 16 hong bao mat trong hé
thong mang cta mot loat cac hang hang khong 16n
trén thé gi6i nhu Delta Airlines, United Airlines,
Japan Airlines. . .;

(2) Pau thang 8.2016, h¢ théng mang méy tinh
ctia hang Hang khong Delta cia My da “gap su ¢b
mang nghiém trong”, hé thong hién thi thong tin
chuyén bay cta Hang bi ri loan, hing phai thyc hién
thu cong cac thu tuc cho hanh khach, gay dinh tré
gan 3.000 chuyén bay, budc Delta Airlines phai hity
b6 hon 740 chuyén bay ctia Hang trén toan thé gioi,
gay thiét hai vat chat udc tinh gan 100 triéu USD
trong 03 ngay gian doan dich vu;

(3) Thang 9.2019, hing san xuit may bay Airbus
xac nhan nhiéu 1an bi tin cong mang, xAm nhap trai
phép hé thong mang;

(4) Thang 11.2020, hing san xuat may bay Em-
braer cua Brazil bi mi hoa, doi tién chudc;

(5) Thang 02.2021, tin tic tAn cong Cong ty Vién
thong hang khong qudc té (SITA) danh cap dit liéu
ca nhan khach hang. ..

Nguy hiém hon, mdt s6 nhém tin tic dugc s hau
thuan ctia chinh phu cc nudc tién hanh tan cong
mang nhim vao c4c hing hang khong, cang hang
khong cta cac nude nhim muc dich pha hoai, tac
dong dén chinh tri, ngoai giao, kinh té. Gan day nhat
14 vu tan cong mang nham vao hé thong thong tin
Co quan Van tai hang khong Lién bang Nga
(Rosaviasia) hoi thang 3.2022 va x6a hon 65 Ter-
abyte di liéu va khién trang web cta Rosaviasia
khong thé truy cap duoc trong mot thoi gian.

Téng quan, nhimg nguy co thach thitc an ninh
khéng gian mang bao gom:

Thir nhdt, st dung khong gian mang dé tan
cong nham pha hoai, gay dinh tré hé thong ha ting
cong nghé thong tin, hoat dong cia co quan, to
chirc va ca nhan. Muyc tiéu tin cong 1a cac hé théng
thong tin quan trong nhu Chinh phu dién tu; hé
thong diéu khién giao thong duong bo, dudng
hang khong, cung cap dién, nudc, didu khién néng
nghiép cong nghé cao; cac san bay, nha ga, bén
cang, ngan hang...

Theo Béo céo chi s an toan thong tin toan cau

2017 cua Lién minh vién théng quic té (ITU) thude
Lién hop qudc, Viét Nam xép hang 120/193 qudc
gia trén thé gioi, 10/11 qudc gia Dong Nam A, 23/29
qudc gia khu vuc Chau A - Thai Binh Duong vé
nang lyc bao dam an toan thong tin mang. (Két qua
nay dugc dua ra dua trén viéc xac dinh vi tri nhitng
dia chi IP khoi dong cac cude tin cong. Trong mot
) truong hop, cac dia chi IP dugc tin tac st dung co6
thé 1a dia chi cac proxy dé an di vi trf thuc sy coa
chuing).

Thir hai, tAn cong vao co s& dit liéu cac co quan, t
chirc, tap doan kinh té 16n nham thu thap, trém cip
thong tin, dit li€u, Thang 7.2016, trang web cua Viet-
nam Airline ciing bi hacker tin cong va hau qua 1a rat
nhiéu thong tin ca nhan cta khach hang da bi 19; trong
cac ngay 08,09,10.3.2017, tin tic da tin cong, thay doi
giao dién website Cang hang khong qudc té Tan Son
Nhét, Pa Ning, Phu Quéc, Rach Gia.

Thit ba, tan cong nham chiém quyén diéu khién
may tinh, thiét bi sb, truy cap bat hop phap vao hé
thong cong nghé thong tin ciia cic co quan, to chic,
doanh nghiép chiém quyén diéu khién tir xa, thay
doi giao dién Website hodc co sd dit lidu... nham muc
dich téng tién hodc ha uy tin cta cac don vi nay. H¢
thong mang thong tin ctia nganh hang khong tai ciia
nude ta cling da va dang 1a muc tiéu hang dau cia
tin cong, khing bd mang.

Thir tu, 1oi dung két néi Internet dé thuc hién toi
pham, nbi 1én 1a lira dao chiém doat tai san thong
qua hoat dong kinh doanh da cép, thuong mai dién
tir; gian lan, trdm cép trong hoat dong thanh toan thé
va thanh toan dién tir; trdm cép, mua ban thong tin
thé tin dung nhdm chiém doat tai san; danh bac va
t6 chirc danh bac thong qua mang Internet; trom cip
tai khoan ngudi ding mang xa hoi dé lira dao chiém
doat tai san; truyén ba, phat tan an pham doi truy, to
chitc méi gi¢i mai dam, phat tan anh doi truy, hinh
anh riéng tu dé lam nhuc nguoi khéc.

Thir nam, 191 pham st dung cong nghé cao dang
ngay cang gay ra nhiing thiét hai I6n ddi voi su phat
trién cia mdi qudc gia va trén toan thé gisi. Theo du
bao cua trung tim tmg ctru khan cap may tinh Viét
Nam (VNCERT), xu huéng khai thac va tan cong
tir cac thiét bi IOT nhu camera, smart TV 13 mot
trong 5 xu huéng tin cong mang.
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5. Gidi phap chi dong dim bao an ninh mang
trong boi canh hién nay

5.1 Nhom gidi phap chung:

Mot 1a, hoan thién, nang cao nang luc bao dam
an toan, an ninh mang va thong tin mang quéc gia
cho céc co quan, ban, nganh, dia phuong; cac cong
trinh ha tang trong yéu c6 két ndi mang, cac tap doan
kinh t& quan trong

Hoan thién hé thong ha tang thong tin, thiét bi
cong nghg thong tin bao dam an toan, an ninh mang
va théng tin mang qudc gia cho cac co quan trung
uong va dia phuong; cac cong trinh ha tang trong
yeu, cac tap doan kinh té quan trong co két ndi mang.
Céc hé thong thong tin quan trong quéc gia dugc xac
dinh, ap dung cac bi¢n phap bao v€ tuong xting, lién
tuc tir giai doan thiét ké, xay dung, phat trién, van
hanh va st dung. (2) Tép trung duoc ngudn lyc toan
xa hoi trong bao dam an toan, an ninh mang va thong
tin mang quéc gia. (3) Nha nudc bao dam kinh phi
cho cong tac an toan, an ninh mang va thong tin
mang quic gia.

Hai la, xay dung mdi truong khong gian mang
lanh manh: Nhén thurc, nang luc bao dam an toan, an
ninh mang va théng tin mang qudc gia ctia toan xa
héi duorc nang cao. Ngudi sit dung c6 kién thic co
ban vé bao mat trong moi trudng mang; thuong xuyén
dugc cap nhét vé tinh hinh, mirc d6 rai ro mét an toan
thong tin dé c6 thé tur phong ngira hiéu qua. Hé thong
mang thong tin bao dam cac tiéu chuan vé bao mat.

Céc doanh nghi¢p cong nghé thong tin trong
nudc 16n manh, 1am chu thi truong, khong bi 1€
thudc vao san pham cta nudc ngoai. Cac loai hinh
béo chi chinh thong giit vai trd chi dao, dinh huéng
du luan dé du strc dé khang dbi voi cac thong tin x4u,
ddc trén khong gian mang.

Huy dong sirc manh cta ca hé thong chinh tri va
toan déan trong d4u tranh phan bac, vo hiéu hoa cac
thong tin x4u, luan diéu phan tuyén truyén trén
khong gian mang.

Ba la, xay dung lyc lugng chuyén trach du nang
luc, chu dong dbi pho vdéi moi nguy co xay ra trén
khong gian mang: Luc lugng chuyén trach bao dam
an ninh thong tin, an ninh khong gian mang quéc gia
truc thudc Bo Cong an; lyc lugng thyc hién nhiém
vu qudc phong trén khong gian mang truc thuoe Bo

Qudc phong; luc lugng bao dam an toan thong tin
truc thudc Bo Thong tin va Truyén thong ¢ ning
luc, san sang, chi dong d6i phé véi moi nguy co xay
ra trén khong gian mang.

Bén la, quan hé hop tac qudc té trén linh vuc bao
dam an toan, an ninh thong tin, an ninh mang dugc
mé rong va tang cuong: (1) Md rong quan hé hop
tac quc té voi cac nudc trén thé gidi vé bao dam an
toan, an ninh mang va thong tin mang quéc gia, tranh
thu su ting ho ctia cong dong quéc té dau tranh phan
béc luan diéu sai trai cta cac thé luc thu dich chéng
Viét Nam. (2) Tham gia cac cong udc, thoa thuan
quéc té vé bao dam an toan, an ninh mang va thong
tin mang quéc gia, phong, chéng tdi pham mang phu
hop véi chu truong, dudng 161, chinh sach, phap luat
cta Dang, Nha nude. (3) Trién khai ¢ hiu qua, thiét
thuc cac Nghi dinh thu, thoa thuan hop tac vé& phong
chdng toi pham mang d ky két voi cac nudc.

5.2 Nhom gidi phdp cu thé khdc:

Ma hoéa dit liéu: D4i voi nhitng thong tin quan
trong, mat thiét, nguoi dung nén ma hoda trudc khi
gui di. Muc dich cua viéc ma hoa thong tin la tranh
khoi sy nhom ng(') tﬁn cdng cua tin tac.

Céap nhat phan mém: Mot trong nhimg glal phap
tranh mit thong tin hidu qua 1a cai dat phan mém.
Ngum dung nén cai dat va cap nhat thuong xuyén
phan mem diét virus, phan mém canh bao tn cong,
phan mém giam sat hé thong. ..

Cai dat phﬁn mém diét virus: Cai dat phﬁn mém
chdng virus xam nhﬁp cling 1a mot giai phap duoc
cac chuyén gia khuyén céo. Luu y, nguoi ding nén
quét virus trude khi tai phan mém vé may. Mot sd
cong cu online gitp kiém tra ma doc online nhur:
virus total, 6scan security, sitecheck.

St’x dung ph?m mém c6 ngudn gde rd réng bam
bao rang moi phan mem {ig dung trén thiét bi ciia
nguoi dung co nguon gdc 1 rang s& giup han ché
nguy co lam mét an toan thong tin.

Kiém soat quyén trén thiét bi: Hiy phan chia
quyén that 1 rang cho cac thanh vién, nguoi than
trén thiét bi ma nguoi dung s hiru.

Tat cac két ndi Wifi, Bluetooth, NFC khi khong
str dung: Haly nh¢ sau khi vao mang, nguoi dung phai
tit cac két ndi Wifi, bluetooth, NFC dé tranh nguy co
bi 1o ri mat khau, tai liéu va thong tin ca nhan./.
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