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Tom tit: Sau sy ra doi vao mika sau thé ky XIX, Internet khong nging phat trién manh mé trong nhitng
thap ky gan day, di cung cdp rit da dang cdc dich vy, dép g nhu cau da dang ciia cé nhan, gia dinh,

dén to chwc quoc gia. Voi su gia tang viéc su dung Internet va cac dich vu lién quan, moi nguoi deoc trao
nhiéu quyén hon, dic biét la t do ngén ludn, vieot qua khéi nhitng khodng céch dia Iy va thiic ddy lan téa
théng tin. Tuy nhién, sw phat trién khong cdn ximmg, bdt cdp trong quy tdc va trdt tw bat binh dang trén
khong gian mang ngay cang ro rang, tao khoang cach glu"a cdac quoc gia va khu viee dang ngay cang rong.

Bén canh dé, nhiéu hoat déng trén khéng gian mang dé laz nhitng hau qud nang né, nghzem trong cho xa
héi, dt ra bai todn nan gidi vé an ninh mang cho cdc quoc gia va cong dong quoc té.

Tir khéa: an ninh; an ninh mang; an ninh quéc gia; khéng gian mang.

Abstract: Since its birth in the second half of the 19th century, the Internet has been developing strongly in
recent decades, providing a variety of services to meet the diverse needs of individuals, families, organizations,
and countries. With the increasing use of the Internet and related services, people are empowered with more
rights, especially freedom of expression, to overcome geographical distances and promote the spread of infor-
mation. However; the disproportionate development, the inadequacy in regulations and unequal order in cy-
berspace are increasingly evident, creating a widening gap among countries and regions. In addition, a great
number of activities in cyberspace have left serious consequences on society, posing a dilemma of cybersecurity
for countries and the international community.
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1.TAm quan trong ciia viéc quan Iy, kiém soat
khong gian mang

Internet d tro thanh mot khong gian chira nhiéu
mbi de doa véi cac chinh phtt va mdt mat tran tranh
gianh anh hudng ctia nhiéu quéc gia 16n. Viée kiém
duyét Internet tré thanh mot cong cu can thiét trong
viéc kiém soat ndi dung, dinh hudng du luan, ngin
chan nguy co cac lan song trong xa hdi va gay nhiing
bat 6 on sdu sic trong dat nude. Clark et al (2017) nhan
dinh rang, cac hoat dong kiém duyét Internet ctia nha
nudc ngay cang dan xen véi cac dong luc chinh tri,
duoc str dung dé thiic ddy cac muc tiéu chinh trj va
cén tr& cac chinh séch clia cée nha nude doi thu.
Chang han, khi xung dot dia chinh tri song phuong
va khu vic gia ting, nhiéu nha nuéc dang thuc hién

cac chinh sach kiém duyét dé chin noi dung lién
quan dén xung d6t c6 ngudn gdc tir cac nha nude doi
trong voi ho.

Vai trd ctia cac chinh sach kiém sodt an ninh
mang ngdy cang duoc nang cao, co thé tom gon vi
nhiing 1y do nhu sau:

Mot la, kiém soat khong gian mang dé Internet
6 thé ton tai, phat trién va hoat dong theo cac chiic
ning ciia minh. Véi ban chét khong c6 ngudi kiém
soat, tur van hanh cua Internet, van can c6 su diéu tiét
can thiét cia nha nudc dé nd hoat dong va phat trién.
Nhiing thii thut cong nghé hay hoat dong tir cac doi
twong khong than thién hoan toan c6 thé gy nén
nhiing can trd cho viéc van hanh mang Internet, anh
huong dén cude séng clia nhiéu ngudi.
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Hai la, cac hoat dong trén khong gian 4o nhung
lai ¢6 tac dong manh m& dén thé gidi thuc. Internet
14 dia hat va phuong tién dé nhiéu ca nhan, t6 chic
lam dung dit liéu, tao ra sy bt on, gianh loi thé so
v6i d6i thu canh tranh hoic phd bién thong dlep gay
thi han chinh tri, sic toc, ton gido, khuyen khich
chién tranh, khung bb. Do d6, nha nu6e can phai mo
rong cac hoat dong kiém soat va diéu chinh hanh vi
cta cac nhom chi thé. Hau hét cac quic gia da co
quy dinh phap ludt nhim ngin chin cac dong thong
tin xau nhur th()ng tin vé khiéu dam, lam dung tré em,
vé khiing bd, ky thi ching toc, ton gido... anh huong
dén sy an toan doi v01 cudc sdng ctia cong dan nuoc

Ba la, nhing van dé lién quan dén an ninh quc
gia. Hién nay, nhiéu qudc gia khai thic khong gian
mang nhu mot phuong tién nhim dat dugc 1oi thé
chién Iugc va quan sy so voi cac qudc gia khac. Cac
hoat dong trén khong gian mang lubn gin véi chi
quyén ctia cac chu thé cu thé duoc xé4c 1ap thong qua
cac mbi quan hé tai chinh duge bao vé béi hé théng
phap luét ctia cac quic gia. Do do, cac quoc gia phai
klem soat hoat dong nay nhu mot van dé an ninh
quéc t&@.

Su khac biét trong viéc ap dung kiém duyét trén
mang Internet vdi cac chinh pht khong phai la hoat
dong kiém duyét, ma 1a mac do ap dung cac quy
tac kiém soat mot cach cong khai, dan chu, cong
bang théng qua mot co quan tu phép ddc lap. Viéc
tao ra cong cu phap 1y nhim bao dam cho moi ca
nhan va to chic dugc bao vé quyén truy cip, su
dung ma khong b1 lam hai hay gy hai cho chu thé
khac 1 vo cung can thiét. Cac qubc gia khac nhau
c6 nhitng cach tiép can khic nhau vé triét 1y,
nguyén tic, cach thirc van hanh, co quan chii quan
trong hoat dong glarn sat va quan 1y an ninh mang.
Trong khi mot s6 quoc gia co kiém duyét Internet
& murc d6 vira phai, cac qubc gia khac lai han ché
viéc tiép can thong tin, dac biét vao thoi diém cac
su kién 16n trong nudc dién ra nhu bau cu, biéu
tinh va bao loan. Phan tng véi viée kiém duyét In-
ternet cling khac nhau. Trong mét cudc khao sat
cta Hiép hoi Internet nam 2012, 71% nguoi dugc
hoi dong y rang “kiém duyét nén ton tai dudi mot
s6 hinh thtc trén Internet”. Trong ciing mdt cudc
khao sat, 83% ddng y rang “quyén truy cap Internet
nén dugc coi 1a quyén co ban cta con ngudi” va

86% dong y rang “quyén tu do ngdn ludn can dugc
dam bao trén Internet”®.

2. Quan niém ciia cic quoc gia vé an ninh mang

a. Trung Quoc

Khai niém chu quyén khéng gian mang bt dau
¢6 anh huong 16n hon trén chinh truong qudc té vao
nam 2015 khi Chu tich Trung Quéc Tép Cén Binh
¢6 bai phat biéu tai Hoi nghi Internet thé gigi (World
Internet Conference) kéu goi tit ca cac nudc ton
trong chu quyén khong gian mang. Ong nhén manh
vao vigc ton trong quyet dinh cta tt ca cc quoc gia
trong lya chon phat trién va quéan 1y Internet. Cac
quéc gia khong nén cb ging can thiép vao cong viée
noi bd cua cac qudc gia khéc va gay nguy hiém cho
an n1nh mang cua cac quoc gla khac, cling nhu khong
qudc gia nao nén cb ging nam giit sirc manh ddc ton
trén Internet®. Bang chimg cta tuyén bd nay 1a Béc
Kinh di dau trong viéc khang dinh “cht quyén khong
gian mang” - dat su kiém so4t ctia chinh phu dbi voi
cach Internet dugc van hanh va su dung, cling nhu
dur liu nguoi dnng mot nguon tai nguyén vO0 cung
quy gla trong nén kinh té k¥ thuat .

Diéu nay dic biét quan trong voi quoc gia so hitu
mdt trong nhiing co s& mang 16n nhat va tién tién
nhét trén thé gi6i, khong ngimg ting cuong tich hop
big data, dién toan ddm may va tri tu¢ nhan tao (Al).
Dén nam 2025, Trung Qudc s& chiém gan 30% tong
lwong dit liéu cua thé gidi voi nhidu kiéu di lidu
phong pht®. Pang Cong san Trung Qudc di ¢b ging
duy tri quyén kiém soat khong gian mang, dong thoi
tan dung n6 nhu don béy cho ting truéng kinh té va
tién bo cong nghé®. Sy mé rong cua nén kinh té dya
vao mang Internet ctia Trung Quédc trén nhiéu mat
cua doi song gop phan thuc day tang truong quoc gia,
dong thoi cung cap cho chinh quyen Trung Qudc cac
cong cu mai dé giam sat va kiém duyét.

Cu thé, Trung Qudc 13 nude ¢6 chinh sach quan
1y mang Internet chit nhat trén thé gidi. Cac cong
cu cu thé ma chinh quyén Trung Qudc sir dung dé
day manh quyén lyc trén Internet ctia minh 1a: Luét
An ninh mang, Co quan Quén ly khong gian mang
Trung Quée (H1 4 N R LA [E] 8 5¢ HL Bk M 45 5.
I = -Cyberspace Administration of China), Dy
4n khién vang (Great Firewall, chit Han: 435 T2
; binh &m: Thdin gongchéng), Binh doan Ngli Mao
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Dang (117 5%) hay hé thong thu thap thong tin va
theo doi nguoi dung qua cac ing dung cong nghé.
Trong do, Luat An ninh mang da duoc ban hanh boi
Uy ban Thudng vu Pai hoi Dai biéu Nhan dan Toan
qubc Cong hoa Nhan dan Trung Hoa vao ngiy 07
thang 11 nam 2016 va dugc thuc hién vao ngay 01
thang 6 nam 2017, yéu cau cac nha khai thic mang
Iuu trit dit liéu trong pham vi Trung Qudc va cho
phép chinh quyén Trung Qudc tién hanh kiém tra tai
chd dbi véi cac hoat ddng mang cua cong ty™. Trung
Qudc ciing kiém soat ludng thong tin bén trong bién
gi61 cia minh, va “Great Firewall of China”, hay
“Dy 4n Khién vang” - cong cu gitp nude nay kiém
soat va ngan chan truy cap vao céc trang web nudc
ngoai dugc chon va lam cham luu Iugng truy cap
Internet xuyén bién gi¢i®, cling nhu giam cac thong
tin bét lgi cho chinh phu xdm nhap vao méi truong
truyén thong trong nudc. Lut bao mat dir lidu
(DSL) ¢6 hiéu lyc vao thang 6.2021 nhu mot try cot
moi trong khuon khé phép 1y ciia Trung Qudc vé
bao mat thong tin va bao vé quyén riéng tu dit lidu.
Luat tap trung vao cac yéu cAu vé ban dja hoa dix
lidu, xuét dir liéu va bao vé dir lieu®.

Cac nd luc b ca yéu t6 noi dia va quéc té cua
Trung Quéc nham huéng dén mot mang Internet
duoc klem soat chat ché hon. Chinh phu Trung Quéc
dam bao rang cac dich vu x4 hoi va tim kiém dugc
str dung rong ri nhat cta ho déu thude sé hitu trong
nude va luat phap ciia nudce ny hién yéu cau bat ky
dich vu Internet nao cling phai chia sé di li¢u voi
chinh quyén. Thong tin, tai liéu, hinh anh, video, cac
cum tir tim kiém cu thé duoc coi 1a mdi de doa dbi
v6i sy 6n dinh chinh tri, c6 thé kich dong bat 6n xa
hoi cling bi ngan chin, nhu tham nhiing, kinh té, cac
vu bé bdi vé stic khoe va méi trudng, cac nhom ton
giao nhét dinh va xung dot sic toc. Cac dé cap lién
quan dén cac van dé cu thé nhu: Tay Tang hoac Khu
tur tri Tan Cuong ctia Trung Qudc, noi sinh song ciia
nhom thiéu s6 Duy Ngo Nhi theo dao Hoi va phong
trao vo Phap Luan Cong cling dugc chu y ngén chan
(Xu & Albert, 2017)119),

Lap trudong 10 rang ctia Trung Qudc vé chi quyén
khong gian mang phu hop voi xu hudng rong 1én
hon trong chinh sach ddi ngoai ciia nudc nay - chi
quyén mang 1a mot phan cua linh vuc an ninh thong
tin 16n hon, quan trong dé duy tri cac gia tri cot 16i

qubc gia Khai niém “chu quyén trén khéng gian
mang” cua Trung Qubc hen quan dén nhu cau kiém
soat cac ludng thong tin vé chinh phi va dang phai,
v6i trong tam 13 kiém soat va quan Iy nhimg ndi dung
trén Internet. Viéc dé cao lap trudng nay 1a tuong
xtng voi sy tu dinh vi Trung Qudc nhu 1a mot cuong
quc co trach nhiém trén chinh truong thé gioi.

Tuy nhién, vao cudi nam 2016, 1ap truong cta
Bic Kinh c6 phan diu di khi cac quan chirc Trung
Qudc dua ra va cong nhan thuat ngit ¢ quén tri da

bén” (multiparty governance) 1a su thay thé cho khai
mem “da ben lién quan” (multi-stakeholder). Y tuong
vé chii quyén khong gian mang nay du:oc nhan manh
lai trong “Chién lugc hop tac qudc té vé khong gian
mang” (International Strategy of Cooperation on Cy-
berspace) nam 2017, trong do nhén manh s can thiét
ciaca quén tri da phuong dbi voi Internet va sy tham
gia ciia nhicu bén trong linh vic - bao gdm céc cong
ty, t chirc va cong dong cac cong ty cong nghé(h.

b. Lién bang Nga

Coi van dé an ninh mang 13 mét vu tién trong
chinh sach an ninh quéc gia nén Nga di xdy dung
chién lugc vé an ninh mang tir nim 2000. Vi
Thuyét An ninh thong tin Lién bang Nga niam 2016,
chinh phu Nga da bét dau tién hanh cac bién phap
cu thé dé dau tranh chéng toi pham mang va bao
dam an ninh mang.

Trudc hét, Lién bang Nga dd ban hanh mot khéi
luong 16n cac van ban quy pham phap lut diéu
chinh hoat dong thong tin va truyén thong dai
chung. Noi bat trong s6 d6 1a hai dao luat: Luat s6
149-FZ ndm 2006 vé thong tin, cong nghé thong tin
va an ninh thong tin; Luat s6 152-FZ nam 2006 vé
dir liéu ca nhan. Nam 2014, dé ting cudng cong tac
bao v¢ dir liéu ca nhan cho phu hop vai tinh hinh
chinh tri trong va ngoai nudc, dic biét trong bdi
canh cac trang mang xa hoi bi 191 dung trong cac
phong trao chéng ddi chinh phu, Nga di ban hanh
Luat sb 242-FZ vé noi dia hoa dit liéu. Noi dung
dao luat nay tap trung vao chinh sach quan ly mang
x4 hoi & Nga. Theo do, tat ca cac cong ty Internet,
quan ly hop thu dién tir, cong cu tim kiém, cac
mang xa hoi ndi dia hoac nudc ngoai nhim dén
nguoi ding Nga phai ghi chép, hé théng hoa, luu
trit va x4c dinh dit liéu nguoi ding. Tt ca cac thong
tin cuia nguoi st dung phai dugc luu trir tai may chu
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dat tai Nga. Luat nay ciing yéu cau cac cong ty vién
thong va cic nha cung cap dich vu Internet phai cit
giam dich vu d6i v6i nguoi sir dung néu ho khong
dap tmg yéu cau ciia co quan thyc thi phap luat dé
xac dinh danh tinh cta ho khi ho str dung cac dich
vu vién thong va dich vu online néi chung?.

Bén canh viéc siét chit cac quy dinh vé quan 1y
thong tin va truyén thong dai chung bang cac dao
luat, Nga con tap trung phat trién cac cong nghé hién
dai nhur phan mém ty dong kiém soat céc trang mang
xa hdi va cac hién tuong ti€u cyc trén mang Internet.

Dé bao dam an ninh mang qudc gia, Nga d xay
dung hé thong co quan gdbm: Co quan An ninh lién
bang Nga; Bo Noi vu; B6 Qudc phong va cac co
quan khac. Co quan An ninh lién bang c6 vai tro
dimg dau trong viée didu phdi cac cong tac an ninh
trén mang, diéu phdi cac chién dich truyén ba thong
tin; kiém soat cac danh sach den vé thong tin va quan
Iy truyén thong. B Noi vu Nga phu trach Vé toi
pham mang. Bo Qudc phong phu trach cac van dé
vé an ninh qubc phong va chién tranh thong tin.
Ngoai ra, cac co quan bdo v¢€ lién bang va co quan
tinh bao nudc ngoai ciia Nga cling tham gia vao hé
thong bao dam an ninh mang cia qubc gia nay'3.
Cac co quan niy dugc trao tham quyén 16n trong béo
vé an ninh mang. Trong mot s trudng hop can thiét,
cac co quan c6 tham quyén co thé dong cira toan bo
cac trang mang dugc coi la cung cap thong tin hogc
¢6 ndi dung khong pht hop ma khéng can c6 quyét
dinh cua toa an.

¢. Hoa Ky

Theo Schia va Gjesvik (2017), vé6i viée thuc day
chii quyén mang tr& thanh mot chuong trinh nghi sy
quan trong cua Trung Qudc, Hoa Ky bay to lo ngai
rang Trung Qudc str dung cac chinh sach vé chi
quyén mang nhu mét vo boc cho viée kiém duyét,
chu nghia bao ho va gian diép¥.

Trong chinh sach d6i ndi cia Hoa ky, chinh séch
thong tin dong mot vai trd quan trong, ké tir thoi ciia
cyu Tong théng Bill Clinton, theo Nguyén Viét Lim
(2019)9. Pén thoi tong thong George W.Bush, chinh
sach kiém soat trén khong gian mang da duoc thuc
day va tro thanh mot chuong trinh nghi su, dac biét
sau cuéc tan céng khﬁng b6 ngay 11.9.2001. Chinh
quyén Bush di ¢  gang thiét 1ap su kiém soat thong
tin khong chi & cap qudc gia ma con trén toan cau.

Chinh quyén Barack Obama xéc dinh wu tién trong
linh vyc an ninh théng qua Chién lugc quéc té vé
khong gian mang'®, bao gom hai phan: (I) Thinh
vuong, an ninh va su coi mé trong thé gi¢i mang va
(I) Chién lugc ciia Bd Qudc phong vé hoat dong
trong khong gian mang, trong sy phdi hop véi cac
dbi tac quéc té. Chién luoc nay cua chinh phi dudi
thoi Barack Obama cho thdy mét ¥ dinh 13 rang vé
VleC xay dung mdt trat tw maéi trong khong gian mang
qubc té, véi vai tro di ddu cia nude Hoa ky Trong
thu mé dau ciia chién luge, 6§ng Obama nhan manh
cam két tham gia cta Hoa ky véi cac dbi tac trong
nude va qubc té dé bao vé nhitng thude tinh cia
mang Internet - tur t6 chirc, co sy tham gia quan 1y
ctia nhiéu bén (nha nudc, nguoi dan, xa hoi dan sy,
gi6i hoc thuat, khu vuc tu nhan..). Trong Sic 1énh
méi v& An ninh mang cua Hoa ky ngay 11.5.2017
dudi thoi Tong thong Donald Trump!'?, muc tiéu
chinh sach ciia Hoa ky trong van dé an ninh mang 1a
thuc ddy mot khong gian rong mé, dang tin cdy va
an toan nham ting cuong tinh hi€u qua, sang tao, glao
luu va thinh vuong kinh t&; dong thoi ton trong quyén
riéng tu va chong lai su gian doan céc dich vy mang,
gian 14n va trom cip trén khong gian mang. Bén canh
do6, Hoa ky ciing thiic day phat trién ngudn nhén lyc
trong linh vuc khong gian mang.

Nhur thé, c6 thé thay Hoa ky da c6 nhiing dong
thai siét chat hon kiém soat trén khong gian mang,
chdng lai s tAn cong ctia nhimg tac nhan nude ngoai.
Tuy nhién, Hoa ky chua timg cong khai thé hién sy
ung hd vai viée rach roi mot bién gidi trén khong
gian mang. Chinh sach cua Hoa ky trén khong glan
mang luén 1a ting cudng sy hop tac qudc té, nham
bao vé tinh c61 ma, an toan va thinh vugng clia mang
Internet, véi trach nhiém cta mot cudng qudc trong
cam két vé cac van dé trén khong gian mang. Nhimg
gia tri cot 161 ma Hoa ky dé cao trén Internet 1a: ty do
ngén luan, ty do lién két, quyén riéng tu, va dong
chay tw do cua thong tin. Dy 1a diéu khac biét co
ban trong cach tiép can vé khong glan mang gitra hai
cudng qudc Hoa ky va Trung Qudc.

d. Cac quéc gia khac

Nhiéu chinh phu trén khép thé gidi, coi Internet
13 mdi de doa dbi véi quyén riéng tu, binh dang, vin
hoa dia phuong, thong tin chinh théng va binh 6n
quéc gia. Trong thu ngay 12 thang 9 nim 2011 clia
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Dai dién thuong truc 4 nude gdm Trung Qubc, Lién
bang Nga, Tajikistan va Uzbekistan giri Lién hop
quéc cu thé 1a Tong thu ky Ban Kl-moon dé nghi
phét thao Bo quy tic tmg xtr quoc té vé& an ninh thong
tin da dugc soan bdi cac qudc gia nay, coi do la tai
ligu chinh thitc ctia ky hop thtr 66 ciia Dai hoi dong
va kéu goi cac quoc gia thao ludn them vé van kién
nay trong khuon khd Lién hop quéc dé dat duoc su
ddng thudn vé cac chudn myc va quy tic qudc té lién
quan dén thong tin va khong gian mang®. Cho dén
nay, cac nd Iyc dé dat duoc cac thoa thuan qudc té
nhdm xay du’ng bd quy tic tng xir trén khong gian
mang van tiép tuc duoc nhan manh.

Viéc ban hanh cac quy dinh va luat cho phép
chinh phi ting cudng quyén kiém soat dbi véi Inter-
net khong chi c6 & Trung Qudc hay Nga. Theo To
chtic Freedom House, trong nam 2018, “it nhit 17
qudc gia da thong qua hodc dé xuat ludt han ché
phuong tién truyén thong truc tuyén dudi danh nghia
chéng lai “tin tic gia mao” va “thao ting truc
tuyén™(?. Thé gi6i da di dén nhiéu dong thuan trong
viéc can phai bao vé chii quyén qudc gia trén khong
gian mang nhung van chua di dén thong nhat dé xay
du’ng, thiet lap cac nguyén tic phap 1y mang tinh
quéc té dbi voi cac hoat dong nay. Cac nude chau Au
nhu Anh, Ba Lan va Hungary ciing da c6 nhitng dong
thai twong tu, 1a biéu hién rang ranh gi6i “dan chir” -
“khong dan chu” vé van dé kiém duyét trén Internet
da khong con rd rang nhu trude. Lién minh chau Au
c6 Cong wéc Budapest nim 2001 nham thiét lap
khuon khé phép 1y chung cho cac qudc gia chdu Au
trong cong tac phong chng t6i pham mang. Dén nay
cong uoc da dugc dam phan va mé rong cho céac
qudc gia thanh vién & chau A nhu: Nhat Ban, Philip-
pines Cach tiép can nay cling dugc ua chudng & cac
quoc gia dang phat trién, nhitng nudc dang gap bat
loi vé k¥ thuat sb va d& bi anh hudng boi toan cau
hoa.

Céc nudc ASEAN ciing ngay cang tang cuong
phdi hop trong mét cong dong v6i nhu cau dam bao
an ninh mang, phdi hop tong thé thong qua cac dién
dan khu vuc va cac cudc hop cap cao. Tuy nhién, theo
Nguyén Viét Lam (2019)@), cac nude co cac cach
tiép can khac nhau dbi véi van dé nay: Viét Nam va
Myanmar c¢6 xu huéng kiém soat chit chd nhim
ngin cac ndi dung x4u, doc hai; con cac qubc gia

khéac nhu Thai Lan, Philippines lai néi long hon véi
cac viéc kiém soat thong tin trén mang.

Cho dén nay, thé giéi mai chi c6 cac thoa thuén
riéng 1¢ giita cac quc gia trong timg khu vurc lién
quan dén dam bao an ninh mang ma chua co cac quy
chuén phap 1y mang tinh quéc t& dé diéu chinh cac
hoat dong trén linh vuc nay. Viée thiéu co so phap 1y
mang tinh qudc té khién cho viéc thuc hién cac hoat
dong bao vé chu quyen trén khong gian mang cia
qudc gia gip nhiéu kho khin, ciing nhu cac hoat
dong hop tac, phdi hop trong bao vé chit quyen cta
cac quoc gia s€ khong dugc thic day trén thuc té.

3. Quan niém cia Vlet Nam vé an ninh mang

Chinh phu Viét Nam trién khai cac hoat dong bao
vé chi quyén quc gia trén khong gian mang, trién
khai cac hoat dong quan ly nha nudc vé an ninh
mang khong di nguoc lai tinh than bao vé cac quyén
co ban cua con nguoi da dugc ghi nhan trong hé
théng luat nhan quyén qudc té, trong Hién phap, phap
ludt qudc gia. Tuy nhién, nhing thach thirc chung ta
can dbi dién trén khong gian mang ngay cang tang.
Thoi gian qua, Viét Nam cling chiu nhiéu dot thn
cong nhdm vao cac hé thong thong tin qudc gia, phét
tan thong tin sai sy that dé Ira dao, chiém doat tai
san. K& tir nam 2020, do anh huong tir dich Covid-
19, ngudi ding chuyén dan cac hoat dong 1én khong
gian mang tryc tuyén nhiéu hon - mdi ngay, trung
binh mdt ngudi Viét Nam truc tuyén trén Internet
khoang gan 7 gid. Ddi tugng sir dung mang gior da
md rong ra ca tré em va nguoi chua thanh nién, day
la cong cu giup cac em duy tri viéc hoc tap, giai tri,
gitr lién hé voi ban beé. Thoi lugng nay sé tiép tuc ting
1én va nguoi st dung Internet ngdy cang nhiéu, dong
nghiia véi nguy co mat an toan an ninh mang s& cao
va ngay cang phuc tap hon. Trung tam Cong nghé
thong tin va Giam sat an ninh mang, Ban Co yéu
Chinh phi, trong 6 thang dau 2022 da ghi nhan
48.646 cudc tan cong mang vao cac hé théng cong
nghé thong tin trong yéu ciia cac co quan chinh
phu®b,

Chinh pht Viét Nam di c6 nhiéu chu truong,
chinh sach ddy manh g dung, phat trién cong nghé
thong tin phuc vu phat trién kinh té - xa hoi, bao dam
quéc phong, an ninh. Bao vé an ninh quéc gia trén
khong gian mang dugc coi la mét uu tién lién quan
dén ché do chinh tri va Nha nudc, doc 1ap, chu quyén,
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théng nhét, toan ven lanh thd Viét Nam trén khong
gian mang; nham bao vé an ninh vé tu tuéng va van
hoa, khdi dai doan két toan dan tdc, quyén loi va loi
ich hop phép ciia cac co quan, to chirc, ca nhan trén
khong gian mang. Khong gian mang qudc gia dugc
hiéu 1a khéng gian mang do Nha nudc xéc lap, quan
Iy va kiém soat. Nhiéu chinh sach, phap luat duogc
ban hanh nhu Luat An ninh mang, Luat An toan
thong tin mang, Luat Bao vé bi mat nha nudc va cac
vin ban huéng dan thi hanh.

Luét An ninh mang duoc Qudc hdi théng qua thé
hién nd luc cua Dang va Nha nudc trong viéc tao ra
cong cu phap 1y nham bao dam cho moi c4 nhan va
t6 chirc dugc bao vé quyén truy cp, sir dung mang
cho muc dich ¢4 nhan ctia minh ma khong bi lam hai
hay gdy hai cho chu thé khac. Theo Ludt An ninh
mang: “Nha nudc ap dung cac bién phap dé bao vé
khong gian mang qudc gia; phong ngira, xir Iy hanh
vi xam pham an ninh quéc gia, trat tu, an toan xa hoi,
quyén va loi ich hop phép cua co quan, t6 chirc, ca
nhan trén khong gian mang”?, Nha nudc Viét Nam
ap dung cac bién phap va ban hanh cac bo ludt dé bao
vé khong gian mang qudc gia; phong ngira, xtr Iy
hanh vi xadm pham an ninh quéc gia, trat ty, an toan
xa hoi, quyén va loi ich hop phép ctia co quan, to
chirc, ca nhan trén khong gian mang.

Nghi quyét s6 52-NQ/TW, ngay 27.9.2019, ctia
B Chinh tri, “V& mét s6 chu truong, chinh sach chi
dong tham gia cudc Cach mang cong nghiép lan thi
tu” cling nhan manh cac chu truong vé bao vé To
quoc trén khong gian mang, bao v€ an ninh mang
qudc gia nhiam nang cao tiém lyc khoa hoc, cong
nghé cling nhu nang luc bao ddm an ninh mang,
phong, chéng chién tranh mang. Nghi dinh sb
53/2022/ND-CP ciing quy dinh hoan thi¢n phuong
an bao dam an ninh mang d6i voi hé thong thong tin
ctia co quan nha nude. Piéu do cho thiy su quan tim
tich cuc cua chinh phu Viét Nam trong hoat dong bao
v¢ an ninh mang, déc biét 1a co quan nha nudc.

Tuy nhién, ciing c6 thé khing dinh, cac khung
phép 1y vé dit liéu va quyén riéng tu cia cac ca nhan,
t6 chie & Viét Nam van con han ché. Su phat trién
cua cac loai hinh toi pham trén mang doi hoi khong
chi dau tu quy trinh, thiét bi va con ngudi ma con
phai nam bét kip thoi cac xu thé tin cong, chii dong
phong ngira, dé dam bao an toan va bén viing ciia hé

thong thong tin. Hoang Thi Quyen (2021) chi ramét
s0 thach thirc co ban trong tién trinh phat trién nhan
thirc cling nhur hoat dong ma céc qudc gia di trién
khai nham bao vé chii quyén ciia minh trén khong
gian mang, dac biét 1a & Viét Nam, chalmg han nhu
thJeu co so phap Iy ciing nhu cac co ché hop tic qudc
té dé bao vé chu quyén quic gia trén khong gian
mang, nang lyc thyc thi cua cac quoc gia. Tai nudc
ta, nhiéu nguoi cling dat ra cau hoi la: liu Viét Nam
¢6 nén thiét 1ap mot hé thong mang riéng cho ngudi
Viét gibng nhu nhimg gi ma Trung Qubc dang thuc
hién? Bén canh d9, cling phai thira nhan thach thurc
trong viéc xac dinh ranh gidi gilra hoat dong bao vé
chii quyén quéc gia trén khong gian mang véi cac
hoat dong dugc coi la vi pham quyén tur do co ban
cua con ngudi®),

4. Két luin

Vi nhiing tién bo vé cong nghé - khoa hoc ki
thuat duoc g dung trong linh vuc truyén thong xa
hoi, vai trd clia cac nén tang truyén thong trong quan
hé quéc té, chinh tri, xa hoi ngay cang duoc nang cao.
V6i tam nhin xa vé mdi quan hé giita mang xa hoi
va tuyén truyén, Trung Qudc da nhanh tay khoi dong
céac chinh sach, cac diéu 1uét va du an, lanh dao trong
viée dé cao xu thé chu quyén mang. Trung Quoc da
xay dung duoc mot thuong hiéu qubc gia vé van dé
chu quyén khong gian mang va an ninh mang. Khai
niém an ninh mang da c6 nhiéu phét trién tir khai
niém “an ninh quc gia” truyén thong, hay khai niém

“an ninh phi truyén thong”, ‘tuy nhién van 1a cha dé
gay tranh cai, tir 6 chua thé xay du’ng, thiét 1ap cac
nguyén tic phap 1y mang tinh quic té 601 vOi cac
hoat dong bao dam an ninh thong tin qudc t& va hoa
binh trén khong gian mang.

O Viét Nam ciing d c6 nhimg nd luc trong cong
tac quan 1y tai nguyén mang xa hoi, r& nhat 1a mdc
ngay 01.01.2019, Luat An ninh mang bét dau chinh
thire c6 hiéu Iyc. Piéu d6 cho thiy nhimg mdi de doa
tir mang Internet, viéc nang cao y thirc bao v¢ chu
quyén quoc gla trén khong gian mang trong thoi dai
cong nghé sb va nhimg khuén kho phap 1y kip thoi,
hop 1y, hi¢u qua. Tuy nhién, cling can ¢ nhu’ng chu
truong méi, bt kip véi xu hudng phat trién khong
ngung cla Internet nham béo vé& quyén loi ctia ngudi
ding va loi ich quic gia./.

LY LUAN CHINH TR VA TRUYEN THONG - S&'11/2022 51



NGHIEN cUU - TRAO POI

* Béli viét 1a két qua nghién ctru trong khuén kho
bPé ta1 cap nha nudc KX04.32: “Vin dé an ninh phz
truyén thong, trong tam la an ninh mang trong nén
an ninh quoc gza thuoc Chuong trinh khoa hoc xa
hoi trong diém cdp qubc gia giai doan 2021-2025
“Nghién ctu khoa hoc ly luan chinh tri giai doan
2021-2025” (ma s6 KX.04/21-25).

(1)Clark, J. D., Faris, R. M., Morrison-Westphal, R. J.,
Noman, H., Tilton, C. B., & Zittrain, J. L. (2017). The shifting
landscape of global internet censorship. Berkman Klein Cen-
ter, 17-38.

(2) Hoang Thi Quyén. 2021. Béo vé chii quyén qudc gia
trén khong gian mang trong thoi dai cong nghé so. Tap chi Ly
luan chinh tri, truy cép ngay 15 thang 4 nam 2021. <http://ly-
luanchinhtri.vivhome/index.php/dien-dan/item/3385-bao-ve-
chu-quyen-quoc-gia-tren-khong-gian-mang-trong-thoi-dai-co
ng-nghe-so.html>

(3) “Global Internet User Survey 2012”. Archived 14
March 2013, Internet Society, 20 November 2012, truy cap
ngay 20 thang 4 nam 2021. <https://web.archive.org/
web/20130314063616/https://www.internetsociety.org/sites/d
efault/files/GIUS2012-GlobalData-Table-20121120_0.pdf>

(4) Remarks by H.E. Xi Jinping President of the People’s
Republic of China At the Opening Ceremony of the Second
World Internet Conference, 16 December 2015. https:/www.
fimpre.gov.cn/eng/wjdt 665385/zyjh 665391/201512/420151
224 678467 html

(5) Yi Wu (2022). Understanding China’s Digital Econ-
omy: Policies, Opportunities, and Challenges._https://www.
china-briefing.com/news/understanding-chinas-digital-econ-
omy-policies-opportunities-and-challenges/

(6) Katja Drinhausen and John Lee (2021). The CCP in
2021: smart governance, cyber sovereignty and tech su-
premacy. https://merics.org/en/ccp-202 1 -smart-governance-
cyber-sovereignty-and-tech-supremacy

(7) Wagner, Jack. (ngay 1 thang 6 nam 2017). “China’s
Cybersecurity Law: What You Need to Know”._https://
thediplomat.com/2017/06/chinas-cybersecurity-law-what-
you-need-to-know/

(8)Mozur, Paul (13 September 2015). “Baidu and Cloud-
Flare Boost Users Over China’s Great Firewall”. The New
York Times. Archived from the original on 24 January 2019.

©) Abby Chen (2021). A Close Reading of China’s Data
Security Law, in Effect Sept. 1, 2021. https://www.china-brief-
ing.com/news/a-close-reading-of-chinas-data-security-law-in-
effect-sept-1-2021/

(10) Xu, B. & Albert E., 2017, “Media Censorship in
China”, Council on Foreign Relations, ngay 17 thang 02, truy
cap ngay 21 thang 04 nam 2021. https://www.cfr.org/back-
grounder/media-censorship-china

(11) Xinhuanet (2017). International Strategy of Cooper-

ation on Cyberspace._http://www.xinhuanet.com//english/
china/2017-03/01/c_136094371 2.htm

(12) Bo Thong tin vé Truyén thong (2022), Bdo cdo tong
hop quy hoach phdt trién mang ludi co so’ bao chi, phat thanh,
truyén hinh, thang tin dién t, co sé xudt ban thoi ky 2021-
2030, tam nhin dén nam 2050, Ha Noi, tr. 354-357.

(13) Nguyén Vlet Lam (2019), Chinh sach an ninh mang
trong quan he quioc té hién nay va doi sach ciia Viét Nam, Nxb
Chinh tri quoc gia Sy that, Ha Noi, tr. 61.

(14) Schia, N., Gjesvik, L. 2017. China’s cyber sover-
eignty. Norwegian Institute for International Affairs , NUPI,
truy cap ngay 14 thang 04 nam 2021. <http://www.jstor.
com/stable/resrep07952>

(15) Nguyén Vlet Lam, 2019, Chinh sach an ninh mang
trong quan he quioc té hién nay va doi sach ciia Viét Nam, Nxb
Chinh tri quoc gia Su that, Ha Noi.

(16) The White House, 2011, ‘International strategy for
cyberspace: prosperity, security, and openness in a networked
world’, truy cép ngay 11 thang 04 nam 2021. <https://oba-
mawhitehouse.archives.gov/sites/default/files/rss_viewer/in-
ternational strategy for cyberspace.pdf>

(17) A Presidential Document by the Executive Office of
the President on 05.16.2017, Strengthening the Cybersecurity
of Federal Networks and Critical Infrastructure. https:/www.
federalregister.gov/documents/2017/05/16/2017-
10004/strengthening-the-cybersecurity-of-federal-networks-
and-critical-infrastructure

(18) Ministry of Foreign Affairs, the People’s Republic of
China (2011). China, Russia and Other Countries Submit the
Document of International Code of Conduct for Information
Security to the United Nations._https://www.fmprc.gov.cn/
mfa_eng/wjb 663304/zzjg 663340/jks 665232/jkxw 66523
4/201109/t20110914 599206.html

(19) Shahbaz, A. 2017, “The Rise of Digital Authoritari-
anism”, Freedom House, truy cap ngay 20 thang 04 nam
2021. <https://freedomhouse.org/report/freedom-net/2018/
rise- digital—authoritarianism>

(20) Nguyén Vlet Lam, 2019, Chinh sach an ninh mang
trong quan he quioc té hién nay va doi sach ciia Viét Nam, Nxb
Chinh tr quéc gia Sy that, Ha Noi.

(21) 6 thang dau ndm 2022 ghi nhan hon 48.600 cudc tin
cong vao cac hé théng CNTT trong yéu._http:/antoan-
thongtin.vn/chinh-sach-chien-luoc/6-thang-dau-nam-2022-
ghi-nhan-hon-48600-cuoc-tan-cong-vao-cac-he-thong-cntt-tr
ong-yeu-108183

(22)_https://pbgdpl.moj.gov.vn/qt/tintuc/Lists/ToGap/At-
tachments/323/T0%20gap%2003.pdf

(23) Hoang Thi Quyén 2021, “Bao vé chu quyén quéc gia
trén khong gian mang trong thoi dai cong nghé s6”, Tap chi
Ly ludn chinh tri online, truy cap ngay 01 thang 03 nam 2021.
<http://lyluanchinhtri.vn/home/index.php/dien-
dan/item/3385-bao-ve-chu-quyen-quoc-gia-tren-khong-gian-
mang-trong-thoi-dai-cong-nghe-so.html>.

52 LY LUAN CHINH TRI VA TRUYEN THONG - S5 11/2022



