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Tém tit: Bén canh nhitng tdac dung to lon khong thé phu nhan dwoc doi voi s tien bo cua xd hoi va
cong dong, truyén thong xa hoi ciing tao nén nhiéu hé luy cho timg cd nhan hay té chire sir dung hodc
tham gia vao cdc hoat ddng truyén thong xa hdi nhw dnh hwdng dén danh tiéng, si riéng tu, lang phi
thoi gian, thdm chi gdy nghién hodc gdy nguy hiém dén danh di ciing nhw doi séng vit chat. Cdc
diéu ludit @é bao vé nguoi tham gia khong gian mang can dirge ban hanh nham phdt huy téi da nhiing
wu diém ciia truyén thong xd hoi.

Tir khéa: truyén théng xd hoi, téc dung, hé luy, nguoi tham gia khéng gian mang.

Abstract: Apart from undeniable effects on social and community progress, social media also creates
negative implications for individuals or organizations who use or participate in social media activities.
These consequences can damage one s reputation and privacy, waste time and even cause addiction,
putting their honor and material life in jeopardy. Laws to protect participants in cyberspace need to

be enacted to maximize the advantages of social media.
Keywords: social media, effects, consequences, cyber participants.

Truyén thong xa hdi 1a cac cong cu chu yéu
dua trén nén tang Internet dé chia sé va thao luan
thong tin gitra con ngudi. Gidng nhu mot con dao
hai ludi, n6 c6 thé dugc st dung cho muc dich t6t
va ciing c6 thé bi str dung cho nhitng hanh dong
tiéu cuc. NOi dung bai nay trinh bay nhitng mat
trai cia truyén thong xa hdi nhu viéc buon ban tin
ddn, vi pham quyén riéng tu, mot s6 cao bude
gian lan, sy nghién ngap, viéc danh qua nhiéu thoi
gian trén mang xa hoi co thé gay mat tap trung va
chu y vao mot cong viéc nao do, lam giam hi¢u
qua 1am viéc ctia ca nhan ciing nhu 6 chirc. Pic
biét 1a thanh thiéu nién va sinh vién, ho chu yéu
tin vao cong ngh¢ va mang Internet thay vi hoc
nhiing kién thirc va ki nang thyc té cta cudc song
hang ngay.

Tin don va phi bing

Tin don trong truyén thong xa hoi ¢6 thé lam

hong danh tiéng. Té hon nita, truyén thong xa hoi
thiic day nhiing tin don c6 thé dan dén bao lyc. Co
nhitng su kéu goi diéu tiét truyén thong xa hoi va
cac hanh dong cua chinh phu boi nhitng nguy
hiém gay ra do cac “tua-bin tin don siéu hang”.

Trén mang xa hoi, nguoi ta thoai mai ché bai,
tham chi 1a si nhuc danh du ca nhan, t6 chirc ma
khong chiu su kiém soat hodc phan xét cua bét ky
ai. Nhiéu c4 nhan, to chirc, doanh nghiép... trd
thanh nan nhan cta nhiing dung tam ac y, c6 chu
dich. Chi trong tich tic, danh du, nhan phém,
thuong hi€u ctia ca nhan, tap thé bi phé hoai ma
khong cach nao khic phuc. Kha nhiéu vy ty tir xay
ra do bi Itra ddo hoac 161 kéo trén mang.

O Trung Qudc, ca nhan “s& b két toi phi bang
néu tin don truc tuyén ma ho tao ra duogc Viéng
tham boi 5.000 nguoi st dung Internet hodc duoc
dang lai hon 500 1an"™.Viéc két 4n s& dan dén ba
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nam tu - muc an trung binh cho toi phi bang.

Trong khi truyén théng xa hoi dy nhanh sy lan
truyén tin don, no cling c6 thé gitp viée theo doi
va kiém soat su 1y lan ctia ching bang cach cac
nha khoa hoc c6 thé xay dung mé hinh may tinh
dé gitip ho hiéu hanh trinh ciia thong tin sai lac.

S riéng tw doi véi truyén thong xa hoi

Su riéng tu 4 trg thanh mot vin dé nong trong
ky nguyén s6 hién nay vi nhitng thong tin ma
chiing ta san sang tiét 16 1a & dinh dang k¥ thuét s6
va c6 thé truy cap truc tuyén. Hon nita, rat nhiéu
thong tin vé ca nhan duoc tip hop ma ban than
chiing ta khong biét hodc khong c¢6 sy chp thuan
16 rang. Van dé nay dic biét nghiém trong khi sir
dung truyén thong xa hoi chia sé thong tin ca nhén.

Céc trang web truyén thong xa hoi ciing ¢6 trach
nhiém trong viéc bdo v¢ su riéng tu. [t nhat ho nén
xac dinh o rang chinh sach riéng tu va gidi thich
cach thirc thu thap, str dung thong tin vé nhimg
ngudi ghé thim trang web. Dong thoi ciing phai co
hinh thirc xtr phat nhiing hanh vi dang, phat thong
tin sai sy that, tiét 10 bi mat doi tu cia c4 nhan va bi
mat khac theo quy dinh phap luat; cong bd tai lidu,
thu riéng ctia ca nhan khi chua duoc sy dong ¥ ciia
chu s& hitu hop phap tai li¢u, buc thu do, trir trudng
hop phép luat co quy dinh khac; dang, phat anh ctia
c4 nhan ma khong dugc su dong ¥ cua nguoi do,
trur cac truong hop phap luat co6 quy dinh khéac.

Gian lan trong truyén thong xa hdi

Trom cép danh tinh xay ra khi thong tin nhay
cam nhu tén ngudi ding va mét khau duoc tich
ra va dugc su dung dé tao ra mot danh tinh khac.
“PC World cho biét mot nguoi dé bi danh cap
danh tinh néu ho cung cAp it nhat ba mau thong
tin trén trang web ctia minh”®,

Mot nguyén nhan khac c6 lién quan la “trong
khi nhiéu ngudi sir dung trang web mang xa hoi
lo ngai vé an ninh, hon mot nira nhitng ngudi sir
dung nay thira nhan rang ho khong tién hanh bét
ky budc nao trong viéc chu dong tu bao v¢ minh
boi vi ho khong cam thay viéc danh cip danh tinh
14 mot nguy co ¢ thé tir viéc sir dung trang web
mang xa hoi”®.

Nguoi sir dung trang web mang xa hoi dugc
khuyén c4o 1am theo nhimg 161 khuyén nay dé bao
v¢€ ban than khoi bi trdm danh tinh:

Tranh dua thong tin ca nhan 1én cac trang web
truyén thong xa hoi, chang han nhu dia chi, sd
dién thoai, dia chi E-mail hodc ngay thang nam
sinh cua ban.

Tuy chinh cai dat bao mat ca nhan dé kiém soat
cac thong tin duoc chia sé chi cho mot sé ngudi.

Tao mat khau phuc tap va chic chan ring
ching dugc thay d6i thuong xuyén.

Hay chic chin dd xem xét k¥ ludng cac chinh
sach bao mat ctia bat ky trang web mang xa hoi
trude khi str dung trang web dé hiéu cach dit lidu
ctia ban ¢6 thé dugc truy cap va chia sé.

Hay chéc chan khong bao gio nhap chudt vao
hop luu mat khéu cua ban khi ban dang dung may
tinh cong cdng hoac may tinh noi lam viéc.

Thiét 1ap mot thong bao Google Alerts mién phi
cho tén minh. Ban s& nhan dugc mot e-mail moi
khi tén ctia ban xuét hién trong mot tim kiém truc
tuyén. Diéu nay gitp ban ngan chan danh cap nhan
dang.

Phan mém doc hai 1a phan mém cung cap viéc
kiém soat mot phﬁn hoac toan bd may tinh cua ban
cho tac gia phﬁn mém doc hai. Phin mém doc hai
¢6 thé 1a mét virus, siu, trojan, adware, spyware,
root kit,.... Cac thiét hai xay ra c6 thé khac nhau
tir mot cai gi d6 nhe nhu thay doi tén cia tac gia
trén mot tai liéu téi viee kiém soat toan bd may
tinh ctia ban ma ban khong c¢6 khd ning dé dang
tim ra.

Dé ngin chin cac cudc tin cong phan mém doc
hai thong qua viéc str dung trang web mang xa hoi,
ngudi dung duoc khuyén cao “chi cai dat cac tmg
dung mang xa hoi ndi tiéng va dang tin cy, khong
bao gio bam vao lién két trong tin nhén tir dia chi
lién lac khong 18 hodc khong tin cay trur khi ban
chéc chin noi ma no s& dan ban dén”®.

Truyén thong xa hoi lam lang phi thoi gian

Truyén théng x4 hoi néi chung dugc cong nhan
14 lang phi thoi gian, dugc dinh nghia boi Tir dién
Urban nhu: “Cai gi d6 choan hét thi gio va giy
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nghién, ma khong cho phép ban thuc hién nhiing
viéc thue su quan trong”®.

Pé nang cao ning suat va hiéu qua trong cong
viéc, phai xac dinh sy phan b6 thoi gian hang
ngay hay hang tuan ciia ban cho truyén thong xa
hoi. Hay tao cho minh thoi gian trong ngay dé
kiém tra cac mang xa hdi cta ban. Chéng han, c6
thé ban kiém tra trong khoang gio an trua va trudc
khi ban roi co quan, hoac khi ban tré vé nha. Thuc
hién cap nhat trudc lich trinh dang tai cac thong
di¢p truyén thong xa hoi cua ban, dé tranh viéc
qua nhiéu ngudi theo ddi va giam thiéu thoi gian
lang phi.

Ngoai ra con ¢ cac ing dung dé gitp cac ca
nhén tranh viéc lang phi thoi gian. Giam nang sut
141y do tai sao truyén thong xa hoi bi cim ¢ nhiéu
co quan chinh phu. Mt ning sut duoc cho 1a xay
ra khi nhan vién danh nhiéu thoi gian trén cac
trang web truyén thong xa hoi - giri bai hodc cap
nhat ndi dung hodc choi trd choi. Theo mét ude
tinh, truyén thong xa hoi “duogc tinh theo gia tri
kinh t& M§ 1a 650.000.000.000 $ mdi ndm”. Mot
nghién ctru khac duoc tién hanh bai Nucleus Re-
search bao cdo rang “cho rang 61% nhén vién truy
cap Facebook tai noi 1am viéc, cac cong ty c6 thé
wée tinh mot cach hop 1y chi phi cia 1,5% tong
nang suat lao dong”. Proskauer bao cdo ring “co
43% céc doanh nghiép tir khip noi trén thé gisi
da phai dbi pho véi cac nhan vién loi dung mang
xa hoi. Cac doanh nghiép nay ciing bao céo rang
31,3% trong s6 ho da c6 hanh dong ky luat ddi voi
ngudi lao dong lién quan dén lam dung ctia cac
mang xa hdi. Theo tiét 16, gﬁn mot nira cac cong
ty trong cudc khao sat ciia Proskauer van chua c6
chinh sach mang xa hoi”®.

Béo cdo cua Forrester mang tén “Facebook hay
khéng Facebook” cung cip cho cac hudng dan sau
day khi soan thao cac diéu khoan sir dung truyén
thong xa hoi™”:

Xac dinh murc do truy cap trang web mang xa
héi cho céc loai lao dong. Nhan vién tuong tac
nhiéu hon véi cac khach hang c6 thé yéu cau truy
cap tu do hon so véi nhitng nguoi dang lam cong
viéc hanh chinh.

Xac dinh xem c6 can phai tai vé phan mém.
Cac tng dung Facebook cua bén thit ba, vi du, c6
thé dua lai cac nguy co bao mat, vi Vﬁy néu t6 chuc
cho phep truy cép vao trang web, can xem xét
ngan chan kha nang tai phan mém tir no.

Tim sy can bang giita viéc st dung truyén
thong xa hoi clia c nhan va ning suat lam viéc.
Céc t chirc c6 thé dé cho nhén vién cta ho thuc
hién quyét dinh t6t nhat ctia minh hozc thyc thi co
ché giam sat viéc sir dung cac trang web truyén
thong xa hoi.

Xac dinh thong tin nao phu hgp va khong phu
hop dé dang trén cac trang web truyén thong xa
hdi. Ngoai ra, can xac dinh o vé thong tin doc
quyén cta cong ty, dit liéu bi mat va cac cap nhat
¢6 vé vO hai ma c6 thé dan dén viéc phong doan
thong tin nhay cam.

Thiét 1ap nhing hau qua do vi pham chinh
sach. Hau qua rat c6 thé s& thay doi tiy theo hanh
vi vi pham va hoan canh. Hay dam bao quy dinh
10 céc hinh phat néu c6 vi pham.

Mot chinh sach sir dung thich hop toan dién va
16 rang s khong chi ngan chan viéc lam dung ma
con cho phép cac t6 chire ting ndng suét cong viée
thong qua truyén thong xa hoi.

Nghién truyén thong xa hoi

Chuyén nghién truyén théng xa hoi ngay cang
tang dang 1a mot méi lo ngai. Mot nghién ciru
dugc tién hanh boi Joanne Davila va Lisa Starr, d3
phat hién ra réng cac cugc thao luan thuong xuyén,
cac van dé v6i ban be, dic biét 1a vé nhiing that
vong lang man, théng qua nhan tin, tin nhan tic
thoi va mang xa hdi, cd lién quan dang ké voi muc
d6 cao hon ctia bénh tram cam. Trong nghién ctru
nay, “83 ¢ gai & do tudi khoang 13 dugc phong
van trong mot nam, va da dugc tai phong van mot
nam sau. Ca hai 1an ho da duoc thu nghiém cac
triéu chimg trAm cam”®.

Tuy nhién, mot cudc khao sat viéc su dung
truyén thong xa hdi cua thanh thiéu nién & My,
cho thiy: Nhiéu thanh thiéu nién hon cho rang
viée sir dung truyén thong xa hoi co tac dong tich
cuc dén cam xtc hanh phtic ctia ho hon Ia tiéu cuc.
Hau hét thanh thiéu nién khong nghi rang viéc st
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dung truyén thong xa hoi anh huong dén hanh
phtic ctia ho vé cam xtic va xa hdi theo cach nay
hay cach khac. Nhung c6 mot s6 thanh thiéu nién
nghi rang viéc st dung truyén théng xa hoi anh
huong dén cach ho cam nhan vé ban than va tinh
trang xa hdi cua ho.

Nghién ciru nay ciing mau thuan véi viéc
khang dinh c6 méi lién hé giira viéc s dung
truyén thong xa hoi voi trdm cam: Rét it thanh
thiéu nién nghi rang viéc sir dung trang web mang
xa hdi cua ho lam cho ho chan nan hon. Trong )
tat ca nguodi st dung mang xa hoi ¢ tudi vi thanh
nién, chi c6 5% néi rang viéc sir dung trang mang
x4 hoi cuia ho lam cho ho cam théy chéan nan hon,
50 v6i 10% nguoi noéi rang né lam cho ho cam
thy it bi trAm cam.

Trong mot cudc nodi chuyén co tya dé “Poke
Me: Lam thé nao cac mang xa hdi co thé vira gitp
dd vira lam hai con em chiing ta”, Larry D. Rosen
bao céo két qua tir cic nghién ctru clia minh trén
mot s tac dong tiéu cuc lién quan dén viéc st
dung truyén thong xa hoi:

Nhing nguoi trong do tudi vi thanh nién sir
dung Facebook thuong xuyén hon phd truong xu
huéng tyr méin hon, trong khi nhimg ngudi tré tudi
¢6 su hién dién manh mé trén Facebook lai ¢
nhiéu diu hiéu réi loan tim 1y khéc, bao gém ca
hanh vi chong dbi xa héi, cac khuynh hudng dién
cudng va hung hing.

Lam dung hang ngiy truyén thong va cong
nghé c6 anh hudng tiéu cuc dén sirc khoe cua tat
ca tré em, tré dudi 13 tudi va thanh th1eu nién bang
cach 1am cho chung dé bi lo au, tram cam va rdi
loan tam 1y khéc, cling nhu bang cach lam cho
chiing nhay cam hon véi van dé stc khoe trong
tuong lai.

Facebook c6 thé 1am mét tap trung va co thé
tac dong tiéu cuc dén viéc hoc tap. Céac nghién ctru
phat hién ra réng cac hoc sinh trung hoc co so, hoc
sinh trung hoc va sinh vién dai hoc thuong vao
Facebook it nhat mot lan trong khoang thoi gian
hoc tap 15 phiit thuong ¢ diém thap hon®.

Tuy nhién, Rosen ciing cho biét nghién ctru
mdi da phat hién ra anh huong tich cuc lién quan

dén mang xa hoi:

Thanh nién danh nhiéu thoi gian trén Facebook
c6 kha ning t6t hon trong viéc bay to “su dong
cam ao” cho ban bé truc tuyén cua ho.

Mang xa hoi tryc tuyén c6 thé giup thanh thiéu
nién séng noi tim tim hiéu lam thé nao dé hoa
nhap xa hoi déng sau sur an toan cua cac man hinh
khéc nhau, tir dién thoai thong minh 2 inch t61 may
tinh xach tay 17 inch.

Mang xa hoi ¢6 thé cung cap cic cong cu dé
giang day mot cach thuyét phuc thu hiit vao cac
sinh vién tre(?,

Ham doa trén mang

Ham doa trén mang xay ra khi mot nguoi tré
tudi dan mit, de doa, quéy 11, hodc gay kho khan
cho mot nguoi tré tudi khac théng qua viée sir
dung Internet hodc cac cong ngh¢ khac, nhu dién
thoai di dong. Cac vi du bao gdm nhur tin nhan van
ban, tin don dugc giri qua E-mail, va hinh anh
dang xau h6 hodc video dugc dang trén trang web
mang xa hdi. Ham doa trén mang khong kém gi
trong thyc t boi vi khong 6 noi ndo an toan cho
ngudi bi bét nat vi nd ¢6 thé xay ra bt cir thoi gian
va dia diém nao.

Theo Trung tam Nghién ctru Hdm doa trén
mang c0 tru so tai My:

Dién thoai di dong 1a hinh thirc phd bién nhét
cua cong nghé va 1a phuong tién phd bién cho viée
ham doa trén mang;

Khoang mot nira s6 nguoi tré tudi da c6 kinh
nghiém vé mot s hinh thire ham doa trén mang, va
10 dén 20% c6 kinh nghiém thuong xuyén;

Cac binh luan gay ton thuong va nhiing tin don
lan truyén 14 loai hinh phé bién nhét ctia him doa
trén mang;

Con géi ciing nhu con trai déu c6 thé trd thanh
ké ham doa trén mang hodc nan nhan ctia ham doa
trén mang;

Con trai ¢6 nhiéu kha nang bi de doa boi nhiing
ké ham doa trén mang hon con géi,

Ham doa trén mang anh hudng dén tat ca cac
chung toc;

Nan nhén ctia ham doa trén mang c6 nhiéu kha
ning c6 1ong tu trong thap va c6 kha ning xem xét
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dén viéc tu t.

Trong sb cac bién phap duge dé nghi dé ngin
ngura ham doa trén mang gém co:

Chinh Sach - M6t chinh sach khong cho phép
ham doa trén mang va dua ra cac hau qua 1a mot
phuong tién dé trang bi cho truong hoc chéng lai
van dé nay.

Hau qua - Cac hau qua thich hop va cong bang
khi ham doa xay ra dé ngan chin hiam doa trén
mang, bét ctr ai du do 1a thu pham hay nan nhan.
Nhiing ké hiam doa phai khong thé dugc mién trir
vi Iy do tudi tac hay dia vi. Cac hau quéa can phai
duoc ap dung mot cach nhat quan dé chinh sach
ngan chan vi¢c ham doa c6 hiéu qua.

Giao duc gia dinh - Cha me¢ c6 thé ngan chan
bat nat bang cach mé phong cac hanh vi thay thé,
ciing nhu chi ra mot cach rd rang hanh vi c6 thé
roi vao cc nguy co bi bat nat.

Mao danh trong truyén thong xa hoi

Tir dién Urban dinh nghia, “mao danh la hi¢n
tuong cac hacker mang tao ra cac danh tinh truc
tuyén va c6 pham vi toan xa hoi dé lira ngudi
dung mang vao cac quan hé tinh cam, tién bac,...
trong mot khoang thoi gian dai”™». Théng
thuong, viéc mao danh trén mang xa hdi duoc
thuc hién theo cac bude nhu 13p trang Facebook,
st dung hinh anh ctia ngudi bi mao danh va dang
tai, chia sé cac thong tin lién quan, tham chi lay
danh nghia nhitng c4 nhan nay dé quang céo san
phém, kéu goi tir thién. Céc thu doan mao danh
ngdy cang tinh vi, tir viéc ltra dao danh cap thong
tin c4 nhan dé guri dén bén thir ba, cho dén viéc
nguoi tiéu dung bi Itra mua cac san pham bat hop
phap trén cac kénh mua sim truc tuyén. Nhung
ciing phai thira nhan rang, phan 16n cac nén tang
truyén thong xa hoi déu cung cap chirc ning to
c4o cho cac tai khoan vi pham, nhung trach nhi¢ém
xac dinh va t6 céo tat ca truong hop mao danh
nam ¢ nguoi ding.

Hién nay, Luat An ninh mang, Nghi dinh
15.2020 da cho ra doi Bo Quy tic ing xir trén
mang xa hoi va nhiéu van ban phap luat khac
dang diéu chinh van dé néu trén. Cac hanh vi vi
pham s& bi xtr Iy nghiém ca vé hanh chinh 1an

hinh syr va bdi thudng thiét hai theo B ludt Dan
su. Pé giam thiéu tic dong tiéu cuc cua truyén
thong xa hoi, can thiét bao vé nguoi ding cia
minh bang cac diéu khoan sir dung dé hiéu, chi
tiét va minh bach va viéc khong thyc hién theo
nhiing chi din nay dé dan dén vi pham dao dirc
thi s& bi trimg phat. Thong qua viéc gitip phat trién
va tudn thu boi cac chuan muc truyén thong xa hoi
va “nghi thire” - cach thirc giao tiép trén Internet.
Chinh phu ciing ¢6 thé giam thiéu nhimg tac dong
tiéu cuc clia truyén thong xa hoi 14 ban hanh luat
méi dé bao vé ngudi dan trong khong gian mang:
Luat bao mat; Luat chéng quiy r6i mang, ddnh
cap nhan dang va lra d4o. Tét ca cac bén lién quan
cd vai tro trong viéc bao dam viée st dung hop ly
truyén thong xa hoi. Nhung, cudi cing, khong co
sur thay thé cho trach nhiém ca nhan. Nhiing ngudi
str dung truyén thong xa hoi ciing co vai tro trong
viéc bdo dam viéc st dung truyén thong xa hoi
mot cach thong minh./.

(1) Jonathan Kaiman, “Trung Quéc dan dp truyén théng xi
héi véi moi de doa di ti Vi tin don truc tuyén ", The Guardian,
ngay 10 thang 9 nam 2013. http://www.theguardian.com/
world/2013/sep/10/china-social-media-jail-rumours.

(2) Carrie-Ann Skinner, “Hay coi chirng: Nhiing ké trom
danh tinh lam dung mang xa h¢i”’, PC World, ngay 27.6 .20009.

(3) Business Wire, “Si thét vé ké trém danh tinh truyén théng
xa héi: Nhén thire so véi thuc 167, ngay 21.6.2010.

(4) MindfulSecurity.com, “Ngdn chén suw ldy lan ciia phin
mém dgc hai”, 26 thang 9 nam 2009. http:/mindfulsecurity.com/
2009/09/26/preventing-the-spread-of-malware/.

(5),(11) Urban Dictionary, “Thoi gian ldng phi” ngay 17
thang 1 ndm 2009 http://www.urbandictionary.com/define.php?
term=time-+suck.

(6) JenniferShore, “Si mat tdp trung boi truyén théng xa hdi
co gia 650 ty $§ My”, Mashable, 03 thang 11 nam 2012.
http://mashable.com/2012/11/02/social-media-work-
productivity/.

(7), (8) Chris Irvine, “Tro chuyén qud nhiéu trén Facebook
€6 thé dén dén tram cam & cdc em gdi tudi teen””, The Telegraph,
ngay  31.5.2009. http://www.telegraph.co.uk/technology/
facebook/4405741/Excessive-chatting-on-Facebook-can-lead-to-
depression-in-teenage-girls.html

(9), (10) Rick Nauert, “Tdc dong ciia truyén thong xa héi dén
tré em mot tiii hon hop”, Psych Central, ngay 08.8.2011.

LY LUAN CHINH TR VA TRUYEN THONG - S52/2022 = 55



